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Abstract

Blockchain has promising potential to address several challenges in different use cases in the natural gas
industry. The potential applications range from pipeline monitoring to life-cycle administration of the
field assets, monitoring gas storage to auditing and reconciliation, required certification of field technical
staff c¢ to hiring employee and work effectiveness evaluation, gas exploration and production to billing
and payment processes. There is no singletype of solution that can be used in several areas with diverse
requirements. Furthermore, blockchain incorporates certain risks that need to be carefully considered
when designing solutions. There for, it is of critical importance for the managers, decision makers and
solution providers to thoroughly evaluate the needs and availabilities of potential application areas and
decide on the most suitable blockchain solutions. The risks are mainly listed under three main titles. The
first is standard risk considerations. The second is value transfer risk considerations, and third is smart
contract risk considerations. This study investigates the fundamental requirements of potential blockchain
applications in several use cases in the natural gas industry. The relevant blockchaintypes and protocols
that can be used for consensus are identified and the associated risks are discussed.
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1. Introduction

Production of natural gas at global scale had expanded in the last 10 years with a yearly
compounded rate of 2.5%, except minor drops encountered in 2009 by around 2.6% and in 2020 by
approximately 2.5% (International Energy Agency,2021b). In global total electricity generatson, natural
gas has the second-largest share, by 23.5% after coal with 36.7%, outperforming the other sources [2]. In
countries under OECD, it has been a unique source with a consistently increasing percentage in the

overall electricity generation (International Energy Agency, 2021a) (Figure 1).
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Figure 1. The percemtage of source types in electricity generation for OECD countries from 1974 to 2020

The natural gas industry has several long-standing problems (Miao et al., 2020). The outdated
infrastructure of the majority of the existing natural gas pipeline networks and multiple-stage hierarchical
software systems hardly meet the servicing needs of an enormous number of users and devices. Another
challenge is the reliability of transactions. Currently, the gas purchase queries are iniated and validated by
intermediary third party organizations without ensuring fairness, openness, and traceability in natural gas
transactions. Price variations canbe listed as the third major issue. The dynamic changes in natural gas
resources are reflected in selling price fluctuations, which are hard to estimate in advance. Inaccuracies in
gas data are another important problem.Due to relying on remote data feedback from several gas meters in
the field, delayed index data usually leads to energy supply failures. There are also concerns about user
information security, since users’ personal information, gas consumption, and some other important
information is submitted during transactions and stored in centralized databases, which can be potentially
targeted by cyberattackers for destruction or tampering. The experts in the sector appreciate the potential
promising features of enhanced and advanced automation solutions and digitalization trends to improve
profitability (Bazaee et al., 2020). The organizations in the gas and oil sector tend to integrate and
establish recent digital solutions and make diversifications in their operational procedures (Gartner,
2019). Blockchain is one of the promising digital technologies that have significantly advanced in the past
decade and expanded its areas of use in several sectors and processes, including but not limited to financial
services to healthcare, mobility to supply chain management, and public governance to cybersecurity.
Infrastructure and energy have also been listed among the primary areas of use of blockchain with

promising benefits and opportunities. Based on IBM’s definition, “Blockchain is a shared, immutable
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ledger for recording transactions, tracking assets and building trust” (IBM, 2022). The participants in a
blockchain network have access to the distributed ledger and immutable records. Dependence on time and
sequence prevents the insertion of additional blocks between any existing two blocks and altering of former
blocks. Smart contracts are a set of rules to autonomously execute fast transactions. They define the
conditions for specific actions to be triggered in case of being met.

Blockchain technology can help cope with data management challenges, transaction cost
reduction, prevention of mistakes and theft, and improving operational performance through wide
monitoring and better maintenance. Blockchain is not a single type of solution that can be applied the
same in different conditions, environments, and circumstances. There are different types and design
features that could fit or might not be suitable according to the area of implementation. It is an important
difficulty to evaluate and select the most beneficial blockchain type and design features. Moreover, it has
certain risks and inevitable costs that need to be seriously assessed in possible applications.

A study explored the use of blockchain and edge computing for a micro gas industrial network
(Miao, Song et al., 2020). Another study identifies blockchain applications and challenges in the oil and
gas industry (Ahmad et al., 2022). A recent study assesses the adoption of blockchain in the midstream
gas supply chain using the business process modeling method (Lyridis et al., 2021). A comprehensive
evaluation of the currently available studies is made in a recent study, identifying blockchain technology
maturity stages in the gas and oil industry (Bazaee et al., 2020). There is a lack of studies on determining
the suitable blockchain types and characteristics based on natural gas sectoral applications and processes
in detail. Furthermore, the possible risks and drawbacks of integration options have not been discussed
satisfactorily. This investigates blockchain implementation opportunities in detail, considering different
blockchain types and characteristics and possible risks for several natural gas industry applications and
processes. Section 2 introduces the different types and characteristics of blockchain solutions and related
risks. Section 3 investigates which blockchain type and characteristic could be suitable specific to each
potential natural gas industry application area and evaluates possible risks along with the benefits. Section

4 summarizes the outcomes of the work and identifies possible areas of study in future research efforts.
2. Blockchain Types, Characteristics, and Risks

There are mainly four types of blockchain. The public (permissionless) blockchain is accessible to
anyone (Albrecht et al., 2018). The participants are represented by random IDs (called as pseudonymity).
This is the prominent blockchain used for Bitcoin and Ethereum. A central authority is presemt to
supervise the ongoing traffic or admit new applications. This allows the participation of random and
unknown devices without any initial check for trustworthiness. Two consensus mechanisms are preferred
in public permissionless blockchains: Proof of Work (PoW) and Proof of Stake (PoS). PoW allows each
willing miner to check and validate new transactions, while PoS selects several participants that own a
stake of the network’s tokens to validate transactions. The decentralized structure provides enhanced
security. On the other hand, in its applications using the PoW consensus mechanism transaction speed is
low, while energy consumption is high. This structure also has high system costs.

Private (permissioned) blockchain only allows access to reliable participants, giving them the

permission to read and/or write data. A single entity called as system provider has control over the
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network performers’ rms initial check for the trustworthiness of each participant. The system provider can
roll back and reverse some processes. In addition to PoS, consensus algorithms such as Proof of Authority
and Practical Byzantine Fault-Tolerant (pBFT) are preferred in private blockchains. Proof of Authority
allows a single authorized node to generate new data blocks, reducing resource consumption and
providing high transaction speed. PBT is based on a single authority’s permission to a network with
trusted participants to validate transactions. Having a single authority brings together a single point of
failure risk from the perspective of security, with the risk of causing the failure of the entire related
process.

A consortium blockchain is a mid-solution between public and private blockchains, in which only
reliable and confirmed participants can take part in validation of blocks. This is a permissioned
blockchain governed by a group of organizations, rather than a single organization. It is more
decentralized, compared to private blockchain and it provides higher security. On the other hand, the
formation of consortiums involves the risk of intrusion of not trusted entities.

Public blockchain allows public viewing of all the transactions, providing full transparency.
Conversely, private blockchains’ transparency to network participants or the public is controlled by the
governing authority, optionally. Public permissionless blockchains allow discrete tasks around tens of
transactions per second (fps), while private blockchains can perform hundreds to thousands of
transactions. Especially permissionless blockchains with PoW algorithm are not suitable for high-
frequency transactions. Transaction costs are relatively higher. Public blockchains are highly immutable,
making it almost impossible to manipulate stored data without being detected. 50% of the network needs
to be compromised in case of using PoW. On the other hand, private and consortium blockchains can
relatively be tricked to alter the stored data in their distributed ledger in an easier way. Even private
blockchains store several copies of the historical transactions, providing high availability even in case of
successful attacks targeting permission-issuing nodes. Confidentiality is riskier for public blockchains, as
even the random IDs can be analyzed to find the real entities and personal information while in private
blockchains, parts of stored transactions can be cut by the central authority.

Blockchain applications incorporate several risks that need to be considered well. Deloitte (2017),
categorizes possible threats to three main areas. The first is standard risk considerations. The second is
value transfer risk considerations, and the third is smart contract risk considerations.

Standard risk considerations have eight subtypes. Strategic risk represents a firm’s preference to
impelement the technology at an early state of its development or wait for the maturity of the technology.
Moreover, it covers the network to participate in and the platform to use. Business continuity risk is the
risk of service outages due to cyberattacks or failures in operation, requiring rapid incident response and
very limited recovery time. Reputational risk is about complying with the existing infrastructure.
Information security risk is mainly about account or wallet security vulnerabilities of the distributed
database and transaction security in private permissioned blockchain type. Regulator risk is about
complying with different regulations, especially in transactions at the international level. Operational and
IT risks are about quickness, scale, and compliance with legacy systems during implementation.
Contractual risk represents the need for service- level contracts between the participants and the network

manager. Another risk, supplier risk is concerned with third-party technology providers’ related risks.
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There are four subtypes of value transfer risk considerations. Consensus protocol risk is related to the
disadvantages of each consensus mechanism and possible vulnerabilities to cyberattacks or operational
issues in the field. Key management risk is about the irreversible takeover of assets when accounts are
hijacked. Data confidentiality risk is related to metadata revealing related information leakage to the other
nodes in the network. Liquidity risk represents solving the conflicts based on previously determined
regulations. There are four smart contract risk considerations. Business and regulatory risks are about the
business, economic and legal arrangements when specifying smart contracts. Contract enforcement
complies with legal constraints and monetary arrangements. Legal liability is about the risk of improper,
mistaken, or intentionally tricky utilization of smart contracts. Information security risks are mainly
concerned with cyberattacks. Similar 7 risks are identified in another recent study (Zhao & Chan, 2020).
Legal risk is identical to regulatory risk, legal liability risk and business and regulatory risks. Technical
risk is about partially operational and IT risks and can be considered as a part of strategic risk. Protocol
risk is close to consensus mechanism risk and is also related to operational and IT risks. Cyber risk is
related to key administration and information security risks. On the other hand privacy risk is identical to
the risk about data confidentiality. Validation risk represent part of legal liability. Finally, market risk is

related to reputational risk and strategic risk.
3. Suitable Blockchain Types and Risks for Potential Implementations

The natural gas industry has several stakeholders ranging from producer to shipper and supplier to
regulator. This section describes the implementation opportunities and potential risks that need to be
considered. Monitoring of natural gas network pipelines and critical points, mainly for leak detection
could be one of the prominent areas of implementation. Gas pipelines allow fast transmission of gas over
large distances beyond the borders. Secure operation and maintenance of the pipelines at the right time
are of critical importance. Real-time monitoring systems with the features of leakage, theft, and physical
attack-intervention detection, and notification can be very useful in the prevention of operational
interruptions with technical and financial consequences. Blockchain can be used to authorize sensors and
field devices and ensure a secure source of data. Smart contracts can be used to autonomously detect
leakages in the gas transmission network and notify the responsible entities in a short time. Moreover, the
maintenance and repair activities by the field crew can be recorded through blockchain, which can be
traced and audited by other staff and parties on-demand. High transaction speed and security are of
importance in potential blockchain applications for pipeline monitoring. Moreover, authenticated devices
with known personal information would be required. Based on these needs, a consortium blockchain with
PoW could be suitable.

Operationally critical data can be collected also from production fields, liquefaction plants, LNG
carrier ships, LNG receiving and regasification terminals, and ultimate customers (Lyridis et al., 2021).
For secure shipping, it is liquefied along the way and gasified back again. Monitoring systems can be
used to trace and track the gas shipment and ensure the logistic activities are in line with the regulation’s
operational principles. It can also provide useful data about the location of the shipment and the followed
route. Any updates during shipment can be provided to notify the related responsible parties, and arrival

times can be estimated. Immutable recording of shipment activities increases security and reliability,
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preventing/minimizing fraud. At certain parts of the shipment, the purity of the shipped product can be
checked and the records can be traced back at any time to detect where impurities entered to the gas and
who are the guilty parties for it. LNG tankers’ state of health can also be monitored through key
identifiers such as temperature, humidity, pressure, volume, and others. Low transaction speed and
handling of small amounts of the data stream is needed. Private or consortium blockchain types can be
selected based on the priorities and availabilities specific to applications in the field. PoW and PoS seem
to be more suitable. Another promising area is gas exploration and production. Exploration is done
relying on geologists’ seismic methods to identify the location of reserves, which is followed by drilling
of wells and testing of the quality and volume of the reserve. Exploration and extraction automation
systems are centralized solutions vulnerable to errors and data corruption. Several stakeholders participate
in exploration and production. Moreover, many stakeholders rent equipment from third parties.
Blockchain can allow the automation of information sharing and payments. Furthermore, it can securely
protect critical information. During exploration, big data from the field is collected and it needs to be
stored and protected well to be used in post-processing. Any technical problems in data collection can be
identified through smart contracts as well. Transparency is of higher importance in such applications.
Permissionless access could be allowed with pseudonymity. Public blockchain or consortium blockchain
seems to be more suitable than private blockchain in this area of use. PoOW could be more suitable as the
consensus mechanism. Gas asset life-cycle management is another promising area, since procurement,
shipment, installation, and establishment and repair of gas assets are complex activities involving
different partner organizations. Compliance of equipment to safety standards can be ensured, in addition
to keeping an up- to-date inventory of assets in the blockchain platform. Buy and sell requests can be
processed through the blockchain platform, along with scoring the equipment providers based on their
reputations. Through the traceability feature of blockchain, the use of fabricated, uncertified, or
equipment with insufficient performance or features in meeting the standards can be prevented by
minimizing equipment cost, field staff safety, and service interruptions. Detailed immutable past
maintenance and repair records about the equipment can provide useful information in predictive
maintenance and condition-based maintenance activities. Consortium blockchain could be suitable for
shared permission between several stakeholders. PoS could be a suitable consensus mechanism.
Blockchain can ease billing and payment procedures as well. In the oil and gas industry, stakeholders are
currently given up to 90 days to complete the payment process, due to the use of centralized systems
vulnerable to cyberattacks, manual human-based settlement, and non- transparency. Blockchain can
enhance payment provision, receival, and updates, providing a reliable verification option. Further checks
can be performed to ensure the compliance of the payments with the related trading agreements.
Eliminating the need for mediators in the transfer of payments, end to end transactions can be performed
rapidly through blockchain. Blockchain can also help joint billing processes in joint ventures. Due to
transparency needs, a public, permissionless blockchain with pseudonymity, with PoW could fit
applications that do not require extreme transaction speeds. For microtransactions-based future
applications, consortium blockchain could be more suitable, allowing relatively higher transaction speed.
Regulatory compliance and accountability are important promising areas of implementation of blockchain

in the natural gas industry. The stakeholders involved in the industry need to comply with state, regional
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and international laws, and related standards and regulations. Non-compliance can lead to license
cancellation financial losses or penalties. Worker safety precautions can be tracked and ensured through
blockchain as well. Moreover, the use of harmful and forbidden chemicals can be prevented. Consortium
blockchain or public blockchain is suitable with PoW or PoS, due to the involvement of several
stakeholders and the need for high transparency. Abandonment and restoration of wells can be traced
through blockchain platforms. Temporarily or permanently abandoned wells can be ensured from the
perspective of isolation. Related good abandonment, the reason for the abandonment, type of
abandonment historical records of the well can be kept in a blockchain platform which could be of use in
restoration. Private blockchain with pBFT, PoS and even PoA could be suitable with low system costs
and relatively lower security needs. Gas waste disposal and recycling areas are also among the potential
areas of implementation of blockchain. Complying with waste treatment guidelines before disposal, waste
monitoring, and tracking through gathering, processing, shipping, treating, recycling, and landfilling
stages can be monitored. The trust, security, fault-tolerance, and dependability of the current waste
management mechanisms can be further enhanced through blockchain, minimizing illegal dumping, and
shipment. Smart contracts can help manage waste treatment-based delays, fraud, and forging of data and
documentation. Due to regulatory compliance and accountability needs, a consortium blockchain with
PoS or PoW could be suitable. Considering the risks defined in section 2, for critical infrastructure
applications such as pipeline, plant, and shipment monitoring and billing-payment, business continuity
risk, operational and IT risks and information security risk needs to be taken into account, while for
regulatory or multi-stakeholder applications, regulatory risk, reputational risk, and contractual risk come
to the fore. In applications related to the use of public and consortium blockchains, data confidentiality
risk is of importance, while for private blockchains key management risk and legal liability risk need to

be considered. Liquidity risk could become dominant in billing and payment applications.

4. Conclusion and Discussions

This study provided an in-depth analysis of suitable blockchain solutions in the natural gas
industry, highlighting suitable blockchain types that could be preferred and related risks that need to be
considered. In most applications, consortium blockchain with PoW and PoS consensus mechanisms can
meet the needs and expectations. In applications aiming to achieve high transparency and security, a
public blockchain with a PoW mechanism could be more suitable. In applications with high transaction
speed with low costs, private blockchain with even PoS, Pbft or even PoA can be a suitable alternative to
consortium blockchain and PoW mechanism. For critical infrastructure-related applications and payment
applications, business continuity risk, operational and IT risk, and information security risk are
emphasized as the primary risks; while for high transparency, regulatory or multi-stakeholder applications
regulatory risk, reputational risk, and contractual risk are stated as the prominent risks among all. Public
blockchain and consortium blockchain applications need to be designed and preferred considering data
confidentiality risk, while private blockchain applications involve key management risk. Billing and
payment applications could be open to liquidity risks. Future studies in this area can focus on conducting

case studies with the major players in the global natural gas industry, identifying organization-specific
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priorities and challenges, specifying suitable blockchain types, and determining ways to mitigate the

related risks
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