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Abstract

The COVID-19 pandemic is having a negative impact on corporate cybersecurity in terms of workforce
habits and digital skills, awareness of cyber hygiene, and the rapid shift to remote work solutions. It has
also reiterated the importance of employer-led risk management practices in line with employment habits.
During the COVID-19 pandemic the remote workforce has diversified and increased in numbers, offering
employees the opportunity to continue working, the availability of which is also facilitated by the national
approach to improving the epidemiological situation, which mandated wider use of remote work for those
whose work specifics allow it. The study analyzed the current cyber risks and challenges affected by the
COVID-19 pandemic, as well as risk management approaches or security controls. The novelty of
research relates to the identification of changes in working patterns and their correlation with applied
control measures for the management of cybersecurity risks. Data collection tools such as questionnaire
and interviews with experts were used. Research conclusions reflect that the approach of companies and
organizations to cyber risk management, providing a form of remote work organization is tailored to the
industry, the nature of the information processed, the computer skills of employees, and pre-COVID-19
investments in corporate cybersecurity and digital transformation. Employers and information security
managers are likely to continue to pay increased attention to limiting the risks associated with the human
factor, which has become more multi-faceted during the COVID-19 pandemic, given the psycho-

emotional challenges of remote work experienced by a large proportion of workers.
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1. Introduction

During the COVID-19 pandemic, a significant increase in the number of employers who offer
employees the possibility to work remotely has also been facilitated by national approaches to improving
the epidemiological situation, which prescribed remote work for all whose work specifics allow it. At the
same time, cyber threats have increased during the pandemic, which highlights the need to adjust the
approaches of employers to cyber-risk management.

This paper analyses the cyber risks and challenges raised by the COVID-19 pandemic and
extended use of remote work, as well as risk management approaches or controls introduced. The
research aims to analyze cybersecurity risks and challenges for companies and organizations associated
with changing employee habits while working remotely during the COVID-19 pandemic.

Given the changes in the availability of remote working because of the COVID-19 pandemic, the
authors have focused on the cyber risks and challenges posed by changing the daily and work
organization habits of remote workers, as well as the use and popularity of the most common types of risk
management (security controls). The study focuses on humans as the weakest link in cybersecurity. When
working remotely, not only the protection of work information is important, but also the protection of
personal information. The study analyses the cybersecurity risks associated with changing employee
habits in the transition to remote work during the COVID-19 pandemic.

Research problem: the COVID-19 pandemic is negatively impacting companies' cybersecurity in
terms of workforce habits and digital skills, awareness of cyber hygiene, and the rapid shift to remote
working solutions, forcing employers to adapt organizational cyber-risk management practices to
employee habits.

Research hypothesis: remote working during the COVID-19 pandemic has increased the risks to

cyber security for companies and organizations.

2. Literature Review

The form of remote work organization was introduced in the 1980s and has so far been used to
motivate and reward employees within the bonus system, reduce traffic congestion and the time it takes
an employee to commute. Given the important role of information and communication technologies in the
performance of their duties, this is also called telecommuting, but the definition also applies to jobs not
related to ICT solutions. Due to the possibility of working from anywhere, remote working is also called
mobile work, as its performance depends only on the availability of portable hardware such as wireless
internet and a laptop (Ross, 2018). The utilization of remote work can be divided by regularity:

= permanent or full-time;

= part-time (as needed, for example, by determining the frequency or amount of work to be

performed remotely);

= occasional (less than once a week).

Conceptually, remote work is different from “working from home” and also from “forced working
from home”. Information system development research (O’Connor et al., 2021) highlighted that not only

do remote workers perform work tasks from their homes or official workplace, but also other places. The
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work from home concept foresees the individual choosing entirely how the work from home is organized,
however, in contrast, forced working from home is described as transition to remote work in the impact of
the COVID-19 pandemic. Therefore, it is necessary to separate voluntary remote work and COVID-19
forced remote work, where choice in favour of remote work is associated to epidemiological safety and
restrictions introduced by governments. Furthermore, bearing in mind the swift shift towards more
available remote work during the pandemic, there is a considerable influx of cyber incidents. Which have
been observed in most of the enterprises in the Cisco (2020) study, where, depending on size of the
company, most small and medium-sized companies (55%), and 60% of large companies perceived a
growing trend of cyber incidents.

The employee must obey orders from the employer and the established agenda, which is also true
when working remotely. This indicates the possibility of flexibility to adapt the work conditions for part-
time or full-time remote work, but specific agreement must be arranged so the employee is aware of the
work conditions, subordination, specific training, policies, and control (International Labour Office,
2013). Personal devices are permitted for performing remote work, but contracts regarding use of private
equipment (depreciation costs) must be in place. Common worldwide practice and local laws may state
that specific costs can be stipulated in the relationship (for example: internet connection, use of a mobile
phone, electricity and other). Otherwise, there is a substantial capital investment by the worker — an
interpretation of local labour laws in various countries may support the finding that the worker is an
independent contractor, who may raise concerns about responsibility.

Similar labour laws regarding device use can be applied in countries worldwide with various
customization and need to adapt for critically important and specific examples, such as in the European
Union, where data processing, accountability, right of information and data security must comply with
General data protection regulation (Koch, 2020), availability of employee and working time control.

There are four groups of operational cyber security risks in the Carnegie Mellon University
classification (Cebula et al., 2014) that ought to be considered when introducing and providing remote
work while creating policies, standards and ensuring that those are communicated with employees:

= System and technology risks — especially risks associated with third party platforms (relatively

easy to modify information, capture data). Therefore, data encryption for communication and
exchange of data is needed and a stricter policy for use of free services.
= Non-compliance with internal procedures — also includes internal organization culture and
behavior of users (Ayereby, 2018).

= Risks associated with human behavior and human factors — there may be errors in programs,
systems, lack of security awareness and mistakes such as connections made in an incorrect and
unauthorized or unsecure way (Verizon, n.d.).

= Risks from external influences — referring to Georgiadou et al. (2021) - society and businesses
are often affected by cybercrime growth that includes social engineering and attacks, which are
even more possible because of a new-normal mode of the way how we live and work. It also
means that massive events like pandemic can help cyber-criminals to exploit the situation for

crafting cyber-crime campaigns.
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In the context of remote working, companies and organizations must consider that employees may
need to obtain and work with information classified higher than the systems by which the remote work is
performed. To adapt for work in higher cyber-risk circumstances (for example vulnerability of IT
systems), it is necessary to incorporate the requirements of a cyber-security document as a policy in
general (Ahmad, 2020). In addition, during remote working companies need to find confidence in the
compliance of the employee's physical workplace which can be achieved via specific requirements and
guidelines that can be also called workspace standards (Hou et al., 2021).

To foster cybersecurity during remote work companies should consider using wider multi-factor
authentication methods, choosing not to use certain communication platforms, safe use of virtual private
networks (VPN), and enhancing responsiveness to information technology security incidents (Skilji¢,
2020). Moreover, mention should be made on the environment in which remote workers are conducting
their respective tasks, as, during more strict epidemiological restrictions, workers are more susceptible to
cyber incidents, which are less likely during informative and awareness-bringing campaigns (Buil-Gil et
al., 2020).

To be productive, effective, and cooperative as an individual it is crucial that companies
implement successful change management by promoting teamwork and cooperation by using real-time
communication tools (Lallie et al., 2021). Moreover, for many companies it seems to be the momentum to
revisit business continuity plans, cybersecurity resilience approaches, as well as risk appetite (Institute of

Risk Management, 2021).
3. Research Methods

Both quantitative and qualitative research methods were used to collect the data for research tasks.
The data obtained was analyzed using a triangulation approach, where the data sets obtained with
different research methods were compared, identifying overlaps or correlations. Data collection tools such
as questionnaire (quantitative research method) and interviews with experts (qualitative research method)

were used.
3.1. Expert selection

To correlate survey data with qualitative experience, a series of partially structured expert
interviews were conducted. Interviews were individual and conducted remotely. Experts interviewed hold
positions such as CEO (Chief Executive Officer), CTO, information security manager, solutions architect,
and data protection officer in fields such as ICT (Information and Communication Technology), financial
services, and healthcare sectors. Interviews covered topics relevant to research on companies' response to
the COVID-19 pandemic, introduction and preparations for remote work solutions, risks and challenges
related to more widespread use of remote solutions, observations on changes in attack surface related to
the pandemic, as well as digital transformation and cybersecurity risk management controls introduced
recently, and additional support provided for remote workers in response to the pandemic. The qualitative
data gathered from interviews were analysed anonymously, in a codified way, and used to provide trends

and examples related to qualitative research.
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3.2. Survey methodology

The sample of the study included a Latvian workforce who worked remotely full time or partially,
due to the COVID-19 pandemic. Although 323 people were surveyed, the sample size consists of 313
respondents, since respondents who were not employed at the time of completing the survey and thus did
not classify for the study were excluded from the sample.

To determine the average age of the respondents, the questionnaire included a question on the age
group of the respondents (up to 25 years of age, from 25-40 years of age, 41-60 years of age and over 60
years of age). Although the ratio of population counting as labour force is defined in the legislation in the
range from 15-64 years of age, a large part of young people are not actively involved in the labour
market, naturally the majority of respondents are in the age group 2540 (57.6%) and 40-60 (26%), but
the smallest share of respondents - in the age groups under 25 and over 60 (Official statistics portal,
2021).

Most of the respondents can be perceived as experienced specialists as their largest proportion
have been employed for more than 3 years (56%), and their self-evaluation on computer proficiency when
using a Likert style scale from 1-5 averages at 3.5. Respondents were employed in various industries, but
the majority were employed in education, IT and communications, public sector, financial and insurance

activities, administrative and support services, and scientific and technical services.

4. Research Results

Data collection via questionnaire (quantitative research method) and interviews with experts

(qualitative research method) provided the basis for the aim of the research.

4.1. Expert interviews

The analysis of expert interviews shows that the availability of remote work in organizations and
companies is influenced by:
= choice of employees in favour of remote or full-time work in pandemic conditions;
= customer requirements and restrictions specified in the agreements to ensure information
protection, as well as field-specific regulations;
= conditions for compliance with epidemiological requirements (limited space, need for long-
term use of personal protective equipment when working in person);
= ability to provide the necessary technical support, devices for remote work, and support
employees in creating an ergonomic workplace at home.
Experts indicated that most cybersecurity risks during remote work are related to the human factor
— attitude, habits and security awareness of employees, as well as stress factors they experience. This
aspect must be taken into consideration when developing prioritization for investments in cybersecurity
and risk management approaches. Regarding information security, when working with restricted
information, the employer must not only provide appropriate technical solutions, but also inform
employees about the physical security requirements and responsibilities in the event of disclosure during

remote work. Working remotely at home raises the issue of the Internet of Things (IoT), where smart
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home devices can analyze work-related information by listening to telephone conversations and video
conferencing without users' awareness. Also, for information protection, employers may need to
introduce new technical solutions or modify the information protection system, which is resource-
intensive and not feasible in a short period of time, therefore employees may have limited opportunities to
fully perform their duties remotely especially during the early stages of the pandemic.

The use of private devices for work purposes provides the employee with flexibility and mobility,
and to conveniently perform various activities regardless of location, as well as allowing the employer to
save money on the purchase and maintenance of devices. However, it involves cyber risks that are
difficult for an employer to manage. Cybersecurity management challenges are particularly important
when employees access work-related resources from unmanaged devices through uncontrolled Internet
connections, thus limiting the scope for dealing with incidents that may pose data leakage or compliance
risks. To find out the use of bring your own device (BYOD) among the respondents, quantitative data
were obtained on whether the respondents use private devices for work (computers, mobile phones,

tablets) and whether employers allow the use of private devices.

4.2. Survey results

Survey results provided insight into respondent habits while working remotely, support provided
by employers, and the most common cybersecurity controls introduced for remote work during the
COVID-19 pandemic.

During the COVID-19 pandemic a larger proportion of workers have become accustomed to
remote work. As per survey conducted during this research before the pandemic, only 10% of respondents
worked remotely every day, in contrast to 59% during the pandemic. Although the frequency of remote
work varies among remote workers, during the pandemic more workers opt for remote work daily or a
few days per week, thereby proving it to be the safest and most convenient choice during the pressing
epidemiological situation.

The behavior of employees when working remotely also includes the use of work equipment for
private purposes. The use of work equipment, for example, for checking personal email, entertainment,
social networking, and other purposes, can pose cyber risks as well as risks to an employee's private
information (such as sensitive information about the employee's private life and health). Synchronization
of personal social networks (e.g. Google, Facebook) with devices provided by the employer is
undesirable, which creates the risk of unauthorized processing of work information. Although employers
can install software for device management and control, as well as for obtaining information on hourly
recording and productivity (such as keyloggers), a balance needs to be struck between employee control
and job tracking. The survey indicated that although employers permit the use of certain social

networking sites or platforms for official work communications, employees still use them (see Figure 1).
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Figure 1. Survey results: use of software tools for remote work and whether the employee has allowed
their use (Developed by the authors)

Regarding the use of work equipment for private purposes, comparing age groups, in the age group
over 40 it is observed that respondents are more likely to use work mobile devices for private purposes. In
the age group over 41 years of age, 38% of respondents use work equipment for private needs every day,
while in the age group under 40 years of age — only 22%. Of the respondents who have worked in their
workplaces for a relatively longer period, the majority use a work computer for private purposes: 41% do
it every day, 32% — less often (once a week or once a month), but 10% of respondents do not provide
devices for remote work. The majority (68%) of respondents who do not use work computers for private
purposes indicate that they also do not use work mobile phones for private purposes. Comparing the
approach to the use of work equipment for private purposes, it can be found that men use work equipment
for private purposes more often than women (36% of men indicate that they use it every day, but women
—24%). 21% of men and 25% of women never use a work computer for private purposes.

Although the use of work equipment for private purposes is not always associated with reckless
and unproductive behavior, nor can it be completely eradicated, it is important that the employer
addresses best practices and potential risks in policy documents and in relation to the employee. The
employer may impose restrictions on certain actions with work devices, for example, by restricting the
use of certain websites, as well as stipulating that the acquisition of non-work-related information must be
performed in another browser.

Third-party access to work equipment involves the risk of work-related information leakage and
accidental compromise of equipment. As the COVID-19 pandemic increased the range of services
received remotely and the need for additional equipment for remote working and training (school,
university), and for entertainment purposes and for household work, the need for additional equipment

often increased. To identify whether the respondents pass on the devices used for work to peers (third
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parties), the survey included the question of whether the respondents allow such practices, potentially
endangering the devices used to perform work duties. Although only 16% of respondents indicated that a
device used for remote work is used by another household (e.g. for distance learning, browsing the
Internet), it poses risks of unauthorized access to work resources, access to high-risk Internet resources,
etc. Respondents who indicated that devices for remote working are also used by peers use both work and
private devices for remote working.

The results of the survey show that from the point of view of employees there are significant
challenges during remote work (see Figure 2), which can be classified as the ability to self-organize,
communication quality, psycho-emotional factors (loneliness, lack of socialization), ergonomic and work
environment factors, as well as technological factors (internet connection quality, access therefore, when
designing a set of cyber risk management measures, companies need to take into account the challenges
faced by employees, which are only partially solved technologically, but point to a significant need for
organization-wide involvement, for example, organizational culture, personnel management, training
activities that can tackle human-factor related challenges.

Bearing in mind the fact the challenges that employees meet when working remotely could be
managed and addressed by direct action by the employer, respondents were also surveyed on the support
means that are provided during the remote work. In this respect, provision of devices for remote work
(68.7%) and IT helpdesk (78.7%) can be identified as the most attainable support measures. In contrast,
only 35.2% of respondents indicated that their employer supplies office equipment for remote work
ergonomics, including desks, chairs, and other items. Furthermore, only 9.4% of respondents stated that
their employer compensates for costs related to the remote work. As such, although support activities
have become more widespread during the pandemic, there are no best practices yet in place, nor are there
industry standards for support that must be provided for remote workforce, since there were no
correlations between industries and availability of support measures. The COVID-19 pandemic has made
many companies revisit their cybersecurity investments and budgets, as was stressed in expert interviews

in the realm of this research, as well as other research (Cisco, 2020; Institute of Risk Management, 2021).

Quality of Internet connection

Availability and capacity of devices, and IT support
Cybersecurity

Accessibility and capacity of systems used for remote work

Communication

Productivity, motivation, and self-discipline

Work-life balance

Health and lack of ergonomic workplace

Mental health and lack of socialization

Family members present during remote work

Support from leadership and capability to manage a remote team

Figure 2. Survey results: challenges of remote work. Developed by the authors.

In respect to cybersecurity risk management practices commonly used by employers who provide
remote work, they vary by the earlier investments in cybersecurity, capacity and resilience of systems,

application of standards and best practices, and other factors. The survey proved that although some of
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the cyber-risk management controls used are more widespread, during the pandemic employers have not
prioritized the introduction of a cybersecurity policy, training, and technological controls (see Figure 3).
When asked to reveal the existence of a policy for remote work (including cybersecurity), 66.1% of
respondents admitted that there was one, and 69.7% — that a policy for secure passwords was in place, but
only 49.4% indicated that there were guidelines for setting up secure connections when working
remotely. As for securing connections used for remote work, only 57.4% of respondents use VPN (virtual
private network) to connect, and 47.7% use multi-factor authentication. Moreover, when asked if the
employer had organized educational activities for remote work during the last year, only 41.3%
responded affirmatively. It is therefore clear that although the COVID-19 pandemic influenced a hectic
shift towards remote work, neither the introduction of technological controls nor policies were prioritized

by employers who provide the remote work, and most of the awareness-raising campaigns were

conducted on ad-hoc basis.

Access to work related systems is provided via VPN _ 574
multi-factor authentication is used to access remote work solutions _ 47,7
Use of private devices for work purposes is allowed (BYOD) _ 61,9
Use of work devices for private needs is allowed _ 348

Use of social networks is allowed from work devices

v
S

Training and educational activities for remote work have been conducted 41,3

Instructions for safe connection are provided for remote workers

IS
=
ES
(=
2

Cybersecurity policy (including remote work)

Figure 3. Survey results: cybersecurity risk management controls by popularity (Developed by the
authors)

It has also been concluded that employers do not prioritize the development of requirements and
instructions for remote working, which concern both the performance of work responsibilities remotely
and the protection of information, as well as secure connection to the Internet and access to work systems.
The use of private equipment for remote work is quite a customary practice among remote workers in
Latvia; however, employers do not use opportunities to establish additional technical security controls to
limit cyber risks in private devices and most do not develop policy documents or training activities for

such an approach.

5. Conclusion and Discussion

The COVID-19 pandemic was a "stress test" for the transition of companies and organizations to
remote working, for the secure implementation of remote working solutions, enhancing cyber resilience
and capacity-building for employees, as not only did they need to be able to perform their duties

remotely, but cyber-attacks increased. The organization of remote work due to the emergency caused by
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the COVID-19 pandemic is different from the planned and gradual implementation of the solutions and
procedures required for remote work. The availability of remote work is not self-evident in many sectors
of the economy, although it is slightly influenced by industry trends, driven by business initiative,
solutions implemented so far, the degree of digitalization and centralization and the ability to manage
remote work risks.

The cyber risks of remote work are linked to phishing and social engineering campaigns, including
the COVID-19 theme, the possibility of compromising work systems and work equipment with malware
and spyware, and the challenges of the working environment of workers affected by working conditions
at home, such as negligence, third party access, connectivity issues, etc. These cyber risks are intensified
by human-factor related insecurities such as negligence, insufficient digital skills, and stressors related to
changed working conditions during the pandemic, as well as ill-adjusted configuration of work systems.

The approach of companies and organizations to cyber risk management, providing a form of
remote work organization, is tailored to the industry, the nature of the information processed, the
computer skills of employees, and pre-COVID-19 investment in corporate cybersecurity and digital
transformation and IT team capacity and budget. Employers and information security managers will
continue to pay increased attention to limiting the risks associated with the human factor, which has
become more multi-faceted during the COVID-19 pandemic, given the psycho-emotional challenges of
remote working observed by a considerable proportion of workers.

Technical controls for remote work cyber risk management are more accessible to employers but
are not widely used in companies and organizations. During the COVID-19 pandemic, the use of secure
video conferencing and communication tools became especially important; however, the results of the
survey show that a significant part of respondents use private social networks daily to exchange work
information, which is also allowed by employers.

As employers' approaches to providing the equipment and facilities needed for remote working
and to compensating for remote working costs vary widely, good practice approaches in the sectors are
expected to develop in the coming years in determining the range of support that remote workers receive.
Considering the experience gained during the emergency caused by the COVID-19 pandemic, employers
will be able to analyze the experience of business process continuity, information exchange, secure
remote work organization, which will allow improvements and change management practices, approach

to cyber risk management, as well as to identify areas where digitization needs to be improved.
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