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Abstract

Based on a comparison of the perspective algorithmic foundations of combat neural networks control and processes
occurring in administrative systems, a consistent interpretation of the “control” category and the concept of
“distributed control” is proposed. It is shown that the interpretation of these categories should take into account the
existence of a hierarchy of information processing systems, the lowest level in which is occupied by the number
systems, and the highest (of the known) — human intelligence. It is shown that control, understood as a philosophical
category, is not reduced to command generation (information transfer). This category also reflects the formation of
information products of a higher order (languages, communication rules, etc.). It is shown that such an understanding
of the "control" category makes it possible to create the basis for the purposeful creation of distributed control
systems (including administrative ones), alternative to the existing ones, which are built on hierarchical pyramids.
The hierarchical principle of managing complex systems, including administrative ones, no longer satisfies modern
society needs for fundamental reasons associated with the objective laws of information theory. The increasing
complexity of systems, including those designed to ensure the stable functioning of state apparatus, leads to the
hierarchical principle of management becoming inapplicable due to a significant increase in information distortions
during its compression and decompression at intermediate levels of the hierarchical pyramid. An alternative is the
principle of distributed control, the means for practicing which are, among other things, combat neural networks,

which are also of independent applied interest.
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1. Introduction

The term “post-industrial war” was updated by the events in Nagorno-Karabakh (Artsakh) in 2020,
which clearly demonstrated the capabilities of robotic weapons, which, however, have been discussed for
a very long time (Boccadoro et al., 2021; Garcia-Bernardo et al., 2016; Jaber, 2019; Torossian et al.,
2020). Such trends will intensify, especially since there is a demand for the use of artificial intelligence
(AI) for military purposes (Briscoe & Fairbanks, 2020; Zhang & Lu, 2021).

At a minimum, we are talking about the use of systems that ensure the functioning of unmanned
combat vehicles in autonomous mode. More broadly — about forecasting enemy actions, managing
groups of unmanned combat vehicles, about the fastest possible rapid response to changes in the situation
in the theater of operations, etc.

The emerging trends are expected to result in the creation of combat neural networks (CNNs)
(Mun et al., 2020) or their analogues. According to the terminology (Mun et al., 2020), the CNN is a
collection of unmanned combat vehicles that form integrity by exchanging signals between its elements
and processing incoming information (including commands from the control center) in approximately the
same mode as the human brain. Information processing, including the formation of local commands, is
carried out by the network as a whole, there are no dedicated control elements in it, which, among other
things, significantly reduces its vulnerability.

The algorithms for the functioning of the CNN are also of interest from the point of view of
practical philosophy — a relatively new scientific direction, which, among other things, is looking for
general theoretical (for example, methodological) foundations of specific scientific research.

Any war, including a hybrid one, is a concentrated embodiment of the capabilities possessed by
the opposing sides. Post-industrial war is a mirror reflecting the processes taking place in modern
society, which, due to the rapid development of telecommunication networks, becomes a man-machine
system. In post-industrial war in any of its forms, it is man-machine systems that also enter into
confrontation, which is also true in relation to information wars.

The key category in this regard is the management category. The problems of managing systems
of various natures have been discussed for a long time in the literature (Volkova et al., 2021), however,
the emergence of man-machine systems transfers them to another level that requires a completely
different — philosophical — understanding. Such attempts, in particular those related to the study of the
role of Al in modern society, are known (Van der Maas et al., 2021), but they only touched on certain

aspects of the problem under consideration.

2. Problem Statement

The essence of the "control" category in conditions when the emerging man-machine systems have
already caused certain qualitative transformations of civilization should be disclosed at the philosophical
level.

In the foreseeable future, modern society may well face a crisis of loss of manageability, when

decisions made by the leadership will cease to be carried out or will be carried out in a form distorted
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beyond recognition. The corresponding trends are already clearly visible. Top leaders of states are
increasingly forced to solve problems that, in theory, should be solved by lower-level administrators.

The nature of the crisis of loss of controllability is mainly determined by the peculiarities of the
formation of information flows in modern society, which uses the hierarchical principle of managing any
large institutions (See Figure 1).

Any system organized according to a hierarchical principle assumes the presence of a closed
control loop. Information from the lowest level, at which real activity takes place, goes to the next level
of management. There it is processed, transformed into a more compact form, and enters the subsequent
levels of the administrative hierarchy, up to the level of the top management of the system, where, in
theory, the main decisions are made.

Management decisions, regardless of their form, are de facto an information product. This
information moves through the hierarchy levels in the opposite direction, which closes the control loop.

If the system is simple enough, and the number of levels in it is relatively small, then such a
system may well function quite efficiently. However, with the increasing complexity of administrative

systems, the hierarchical principle of management could not help but begin to lose efficiency.
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Figure 1. Scheme of information flows in the administrative system, built on the basis of the hierarchical
management principle

This is a reflection of the fundamental laws of information theory. In particular, the information
compression/decompression procedure carried out at each of the hierarchical levels is associated with
inevitable distortions of information. The administrator at any level of the system has a certain freedom
in choosing the interpretation of factual material, the interpretation of incoming orders, etc.

Information compression is one of the most important functions performed by administrators.
Otherwise, higher-level managers would be drowned in a stream of information unprepared to make
decisions. Similarly, decompression of control information (developing specific orders for subordinates
based on orders from management, for example) is also mandatory — top management cannot give orders
to each of the grassroots executors directly.

There are other factors leading to a crisis of loss of control. In particular, these include the
processes of informational self-organization that occur at intermediate levels of the administrative

hierarchy (Suleimenov et al., 2017).
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Consequently, the complication of the organization of society will sooner or later raise the
question of alternatives to the hierarchical principle of management, the creation of management schemes
in which the top management of a corporation or state will be relieved of the need to maintain a

cumbersome bureaucratic apparatus that is becoming increasingly ineffective and in many respects even

uncontrollable.
3. Research Questions

1) proof of the need for a comprehensive interpretation of the "management" category, taking into
account the fact that management can be indirect;

2) proof of the expediency of the transition from the hierarchical principle of management of
complex systems to the network;

3) disclosure of the essence of the "management" category on the basis of a dialectical approach to
the interpretation of the category of information and the existence of a hierarchy of information

processing systems.
4. Purpose of the Study

The aim of this study is a philosophical interpretation of the "control" category and the concept of
"distributed control", as well as proof that in modern conditions it is necessary to ensure the transition

from the hierarchical principle of management of complex, including social systems to distributed.
5. Research Methods

The main method used in this work is to consider the problems of managing the CNN, as well as
the problems of managing modern administrative systems from a uniform perspective. This approach
allows us to reveal the concept of "distributed management" from a general philosophical point of view
and further give an interpretation of the very "management" category on this basis.

Comparison of these objects allows one not only to reveal the essence of the category of
"management", but also to lay the foundations for the modernization of approaches to the management of
complex systems on an innovative basis.

The basis for choosing the objects to be compared is, in particular, the results of works (Urrea et
al., 2020), in which the voting procedure in the Academic (or other) Council was considered. It was
shown that there are conditions under which the voting organ is converted into a neural network, more
precisely, into an analogue of the Hopfield neuroprocessor. Under such conditions, the decision on a
particular issue is made not by the members of the Council, but by the neural network formed by them —
the decision-making moves to the transpersonal level of information processing.

Similarly, any informal horizontal communication between administrators, even at a particular
level of the hierarchy shown in Figure 1, leads to the appearance of analogs of neural networks. One of
the most studied properties of such networks is the ability to recognize patterns, which in relation to the

problem of managing complex systems means the ability to filter information.
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Filtering information is one of the most essential tools for information impact. So, if middle
managers move to coordinated actions, then they will be able to provide management only with the
information that will induce the leader to take the actions they need. The essence of the processes of
informational self-organization in administrative systems is, however, that the controlling informational
influences can also be formed spontaneously — due to the fact that middle-level administrators de facto
form a neural network. As in the case with the voting Council discussed above, the decision is taken de

facto at the transpersonal level of information processing. It is these factors that determine the essence of

such a phenomenon as bureaucracy.
6. Findings

The interpretation of the essence of the category of control, as shown in this work, is closely
related to the problem of creating the algorithmic basis of the CNN. We emphasize that the issue of using
artificial neural networks to control robotic weapons is actively discussed in the current literature (Urrea
et al., 2020; Zheng et al., 2021).

This question allows us to reveal the essence of the concept of "distributed control”, which allows
excluding intermediate levels from the diagram in Figure 1, i.e. make it work in a mode similar to the
brain.

A person has intelligence due to the fact that the neurons of his brain exchange signals with each
other. Among them, however, control elements cannot be distinguished. Control is “transferred” to the
system as a whole (Figure 2).

Let us note that the issue of distributed control of complex systems, in fact, has a long history.
The “invisible hand of the market” is an example of the implementation of self-organization processes.
Laws and other regulations are precisely macroscopic, i.e. network control. They do not regulate the
specific actions of market actors, but set certain restrictions. (Of course, a refined market economy has
never existed, but this does not change the essence of the matter).

The "free market" is just one example of network (macroscopic) regulation of a complex system.
Its fundamental difference from all the others is only in the fact that it arose naturally. There are many
such regulators to offer.

The question of the algorithmic basis for the functioning of the CNN (as an analogue of a wasp
swarm, the integrity of which is generated only by the information exchange of the system), therefore,
goes beyond a highly specialized framework. The solution of this problem allows one to raise the

question of the essence of macroregulators of complex systems as such.
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Figure 2. The scheme of managing a complex system through transpersonal structures
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Figure 3 shows a diagram of the BNS functioning in the network control mode. It emphasizes that

commands are sent from the control center to all elements of the network at once (See Figure 3).

Figure 3. CNN (combat neural networks) distributed control scheme

Classical neural networks function differently: various signals are fed to the inputs of various
neurons of the input layer (See Figure 4a, Figure 4b), forming, for example, a certain digitized image.
Executable commands for a specific CNN element are formed by this element itself on the basis of

processing data received from the immediate environment, from sensors that register the operational

situation, as well as commands received from the control center.
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Figure 4. Scheme of information processing of a classical neural network (a) and information processing
by a network with macroscopic control (b)

In this respect, CNNs function like the “open market” and other macroscopic control systems.
This approach not only greatly simplifies the control of the neural network (from the point of view of
operator actions), but also makes it possible for the CNNs to operate in an autonomous mode. The
operator, metaphorically speaking, acts rather as a “legislator” for the neural network, rather than as the
one who makes specific decisions “on the ground”.

The comparison of the two systems of a very different nature shows that when analyzing the
category of "control", it is not just the concept of "information" that becomes extremely important, but the
concept of "information object". It reflects the fact that information processing systems themselves form
a well-defined hierarchy, and such systems themselves have a purely informational basis (Vitulyova et al.,
2020). So, the rules for operating with binary or decimal numbers can be considered as "information" in
the usual sense of the term. However, these rules are a higher-order information object — with their help,
one can get new information (for example, the result of adding two numbers). To an even greater extent,
this property is inherent in information objects belonging to higher levels of the hierarchy (Vitulyova et
al., 2020). So, using Maxwell's equations, it is possible to construct calculations for radar systems, etc. It
is an information object that allows one to receive other information objects.

Further, any complex system generates a well-defined information object — its communication
shell, which is in dialectical unity with the "material component". This interpretation corresponds to the
consideration of matter and information as paired dialectical categories (Suleimenov et al., 2018;
Suleimenov et al., 2020)

A manifestation of the dialectical unity of a complex system and its communication shell is the

fact that quite often the processes occurring in the communication shell begin to exert a pronounced
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influence not on the behavior of the system as a whole, an example of which is the phenomenon of
bureaucracy (Vitulyova et al., 2020).
Consequently, the most effective should be recognized such management schemes that "launch"
the mechanisms of self-organization, directing them in the right direction. The most effective

management is networked or distributed. This corresponds to the "synthesis" of control information

objects of a higher level than the one to which the direct commands to be executed belong.

7. Conclusion

Comparison of two objects of different nature — combat neural networks and administrative control
systems — clearly shows that they have the main feature of a complex system. They form a new quality
that allows for interpretation in the language of the hierarchy of information objects (information
processing systems). The system acquires a communication shell in which the processes of informational
self-organization can take place, leading to the emergence of new information objects (an example is the
phenomenon of bureaucracy).

Informational self-organization can be both spontaneous and directed, which is the basis of
macroscopic (distributed) management. An example of a system with macroscopic control can be
considered a state with a market economy, the impact on which is carried out through legislative
mechanisms.

From the point of view of the dialectical theory of information, "legislation" that forms the
communication shell of a complex system consisting of economic agents is information of a higher level
of hierarchy than direct directives.

Consequently, what is called management is also hierarchical in nature: management tools differ
from each other in which of the hierarchical levels the management information belongs to. The higher
this level, the less concrete efforts are needed to implement the management procedure itself.

Consequently, there is every reason to follow the path of artificial synthesis of control information
objects of higher orders both in relation to administrative systems and in relation to technical ones
(combat neural networks — CNN, for example). In the future, this will make it possible to abandon the
hierarchical principle of management, which, as applied to administrative systems, already obviously

does not meet the current needs of modern society.
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