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Abstract 
 

Cybercrime is an important issue that is now often discussed by the global community. The Royal 
Malaysian Police (PDRM) reported that the number of cybercrime cases recorded from January to 
October 2017 is 8,313, showing that cybercrime is a very serious and worrying issue at the moment. For 
this reason, this study aims to examine the vulnerability of young women in Penang to cybercrime. 150 
young women were selected using purposive and snowball sampling to answer a survey questionnaire, 
and five among them were selected to be interviewed. The results showed that 51.3 per cent of the 
respondents have been victims of cybercrime. From the seven types of cybercrime activities that young 
women often experience (i.e. sexual harassment, fraud, slander, blackmail, hacking, verbal abuse and 
bullying), sexual harassment and fraud are the most common cybercrimes encountered by the 
respondents. Descriptions of their experience with these two crimes were examined further through the 
interview. This study contributes to knowledge on the vulnerability of young women to cybercrime which 
can be extended to geography of crime studies.   
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1. Introduction 

The misuse of social media has created a new culture of cybercrime among the global community 

(binti Bidin et al., 2015; Termimi et al., 2013; Yar, 2012). Users of social media are potentially exposed 

to cybercrime, with women more likely to be targeted as victims. In other words, social media has led to 

an increase in women’s vulnerability to cybercrime (Kamruzzaman et al., 2016; Ghazali & Ghani, 2018). 

Vulnerability here means that these women are exposed to the possibility of being attacked or harmed, 

either physically or emotionally. Social media platforms such as WhatsApp, Facebook, Instagram, 

WeChat and Twitter now allow women to meet anyone they want and this can lead to increased risk of 

cybercrime (Pitchan et al., 2017). It has become quite common for them, young women especially, to get 

acquainted with strangers on social media. After they have become acquainted in cyberspace, the 

cybercriminals will try to establish a romantic relationship with the victim before committing crimes such 

as cheating, extortion, bullying and sexual harassment (Guan & Subrahmanyam, 2009; Halder & 

Jaishankar, 2009; Mohamad & Tan, 2012). According to a statistics released by the Department of 

Commercial Crime, 8,313 cybercrime cases have been recorded by the Royal Malaysian Police 

throughout January to October 2017. This figure shows that cybercrime has become a very serious issue 

in today’s society. 

   

2. Problem Statement 

Social networking sites have become part of people’s lives today and this has encouraged new 

ways to communicate and share information. However, the misuse of social media has raised concerns 

over the consumers’ safety, especially women’s as they are the main users of social media (Greenwood et 

al., 2016; Lenhart et al., 2011). The involvement of young women in social media and their interest to use 

it has made them vulnerable to cybercrime, where 8 out of 10 women are reported to have been victims of 

cybercrime from using social networking sites (Tandon & Pritchard, 2015). The Cyber Security and 

Crime Division also reported that 70 per cent of cybercrime victims in Bangladesh are women, with 57 

per cent of them between 18 and 25 years of age (Dhaka Tribune, 2019). The types of cybercrimes 

reported are fraudulent online purchases, hacking, sexual harassment, defamation, social media rape and 

the distribution of pornographic images (Boone, 2011; Jain et al., 2012; Reznik, 2013). Another frequent 

cybercrime aimed mainly at women is the “African scam”, in which a man claims to be a wealthy 

European who is looking to have a relationship with a local woman. Later, he tricks the woman by saying 

that he had sent valuable items to the woman and asks the woman to deposit a certain amount of money 

into a bank account for the purpose of releasing the items from the customs (Ismail & Aziz, 2019; 

Mohamad & Tan, 2012). 

These cybercriminal cases have caused a great loss to the victims. According to the Ministry of 

Communications and Multimedia, cybercrime has caused a loss of RM67.6 million based on 2,207 

complaints received nationwide in the first three months of 2019. Three highest cases of cybercrime 

recorded are fraudulence via telephone calls resulting in the loss of RM26.8 million (773 cases), online 

shopping frauds amounting to RM4.2 million of loss (811 cases) and “African scams” resulting in the loss 

of RM14.9 million (371 cases) (Star Online, 2019). Cybercrime is a serious threat to young women as 
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they are often involved in online shopping activities and scams that specifically target them such as the 

African scam. 

One of the reasons young women are vulnerable to cybercrime is that they are easily influenced by 

the features available on social networking sites such as the photo sharing feature (Ibrahim, 2014). 

According to a study by the Pew Research Centre (2013), 60 per cent of women like to share pictures on 

social networking sites, and this exposes them to cybercrime risks since the images can be accessed by 

anyone including cybercriminals for a variety of purposes such as hacking, editing and turning the photos 

into sexually explicit photos with the intention of threatening, bullying or disgracing the victims (Ebong 

et al., 2015; Smith et al., 2008), thus putting a pressure on them and causing them distress (Dewan 

Pelajar, April 2012). 

Women are also more likely to have more faith in online shopping without taking into account the 

risks involved (Yazid et al., 2016). While making a purchase, most women buy based on the external 

form of the product or service such as pictures, textual information and video clips, which are not always 

the actual product description (Kolesar & Galbraith, 2000; Yazid et al., 2016). Their tendency to be 

attracted to advertisements on the social media results in them becoming victims repeatedly. In Malaysia, 

statistics shows that 3,821 online fraud cases were reported in 2017 (MyCERT, 2017). This figure has yet 

to include the many more cases that victims of online scams chose not to report. Monetary scams are 

expected to continue to grow along with further advancement of the technology and the internet.  

Most studies discussed above focus on women in general, regardless of age group. However, 

studies focusing on young women’s vulnerability to crime, especially those within the age of 18-29 years 

old, are still scarce. Since women of this age group form the largest proportion of the global internet users 

(Lenhart et al., 2010), including in Malaysia (Ibrahim, 2014), a study specifically investigating this age 

group’s experience of being victims of cybercrime is important. Furthermore, there is a lack of discussion 

on the experience of young women who are victims of cybercrime in the Malaysian academia. Therefore, 

this study fills in the research gap on Malaysian young women’s vulnerability to cybercrime. This study 

would contribute to knowledge on the vulnerability of young women to cybercrime and can be applied in 

geography of crime studies. 

   

3. Research Questions 

Based on the review of literature, this study asks two research questions: 

1) What are the types of cybercrimes experienced by young women in Penang? 

2) How are cybercrimes carried out on young women in Penang such as described by the victims? 

 

4. Purpose of the Study 

The usage of social media is very widespread nowadays, which has allowed many incidents of 

cybercrime to happen to women. The study reported in this paper aimed to look into the vulnerability of 

young women to cybercrime by identifying the types of cybercrimes they were victims of and examining 

some instances of the incidents. 
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5. Research Methods 

5.1.  Target participants 

The target participants for this study are young women between the ages of 18 and 29, and this age 

group was selected based on the age group of the most active social media users (Ibrahim, 2014; Lenhart 

et al., 2010). Perrin (2015) also states that half of the smartphone users are young people between the ages 

of 18 and 30. 

 

5.2 Sampling Method 

The sampling methods used were purposive and snowball. The researcher selected 150 

respondents to answer the questionnaires, and five of them were selected for in-depth interviews. 

Purposive sampling enabled the researchers to select the right respondents who belong to the particular 

age group this study was investigating, and snowball sampling method helped the researchers to use 

information from the respondents to find the next respondents (Ghazali et al., 2012) by having several key 

informants introduce the researchers to other respondents with similar experience on cybercrime. Among 

the aspects considered was that the respondents could provide information on cybercrime through their 

own experience.  

 

5.3 Data collection and data analysis 

Data was collected using the mixed method. Quantitative data were analysed to look at the number 

of respondents who have been victims of cybercrime and to identify the types of cybercrimes experienced 

by the respondents. Meanwhile, qualitative data from the interviews on their cybercrime experiences were 

analysed and interpreted using content analysis. The latter type of data was utilised to highlight the topic 

discussed in this paper, which is the cybercrimes experienced by young women based on the respondents’ 

real-life experience and point of view (Ghazali et al., 2012; Robinson, 1998).  

 

5.4 Research ethics 

To keep the confidentiality of the respondents, the names and identities of the individuals who 

were interviewed have been concealed when writing this paper (Ghani & Ghazali, 2015). 

   

6. Findings 

6.1.  Incidence of cybercrime among the respondents  

This section presents the percentage of respondents who have had experience of being victims of 

cybercrime. Table 01 indicates that 51.3 per cent of the respondents have been victims. Previous studies 

have shown that the number of respondents who have been victims of cybercrime is more often greater 

than those who have not. The tendency of women to become victims of cybercrime is high because they 

are very active on social media where they share pictures, videos and information (Greenwood et al., 

2016; Ibrahim, 2014; Lenhart et al., 2011). 

 

 



https://doi.org/10.15405/epsbs.2020.10.02.40 
Corresponding Author: Norhayati Mat Ghani 
Selection and peer-review under responsibility of the Organizing Committee of the conference 
eISSN: 2357-1330 
 

 447 

Table 01.  Number of respondents who were victims of cybercrime 
Have the respondents been 

victims of cybercrime? Total Percentage 

Yes 77 51.3 
No 73 48.7 

Total 150 100 
 

6.2.  Types of cybercrime that occurred among the respondents 

This section analyses the rate of occurrence of seven types of cybercrimes among the respondents, 

namely sexual harassment, fraud, slander, blackmail, hacking, verbal abuse and bullying. Table 02 shows 

that the cybercrime with the highest rate of occurrence is fraud, by a total of 34 respondents. Most of the 

respondents said that they were scammed when they bought goods online and when they participated in 

online dating. This finding is supported by van Wilsem (2011) who states that online shoppers are highly 

at risk of becoming victims of fraud. Online fraud occurs when an internet user scams another person by 

selling goods or services that do not exist or are not as what the seller had promised to the buyer, and it 

causes a loss to the buyer (Cross et al., 2014). MyCERT (2017) reports that there have been 3,821 cases 

of online security incidents related to frauds including online shopping frauds, and the number of 

occurrences of such cases is expected to increase in the future. 

Sexual harassment is the next highest occurring cybercrime, as experienced by 33 respondents. 

According to Wery and Billieux (2017), cyber sexual activities have increased drastically online and are 

frequently discussed in the community. The respondents said that the cybercriminals attempted to rope 

them into sexual activities such as engaging in explicit conversations, sharing sexual images and 

encouraging them to have sex. According to Wolak et al. (2004), most sex crimes are initiated by adult 

men through the internet; they use this medium to meet and seduce women, especially adolescents, and 

encourage them to have sex. There are also young women who have been exploited or persuaded for 

sexual purposes such as being forced to dress or pose sexually in front of a webcam, or asked to have sex 

(Halder & Jaishankar, 2009). 

Meanwhile, 20 respondents claimed to have been victims of slander. Studies have shown that 

slander is caused by relationship problems, such as refusing to be a lover to a man, being defamed by 

friends and being accused as a homewrecker. As a result, the respondents have been slandered and 

humiliated on social networking sites. 

Table 02 also shows that 5 respondents admitted to being victims of hacking. The most common 

type of hacking young women are subjected to is the stealing of pictures they posted on social media 

accounts such as Facebook. In this study, the respondents’ photos were stolen and edited into obscene and 

sexually explicit photos for the purpose of threatening the victims. This occurrence corroborates a 

statement by the National White Collar Crime Center (2011) that social media is considered as a “gold 

mine” for criminals who would take advantage of the personal information users post on social media. 

Disclosing information such as pictures and personal information can pose a threat to the victims as their 

pictures can be stolen and edited by the cybercriminals, and then used to threaten the victims.  

Meanwhile, 12 respondents indicated that they have been victims of blackmail on social sites. 

There are cybercriminals who take advantage of the victims by editing their pictures and threatening to 
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distribute the edited nude images if they do not pay some amount of money. There were also 12 

respondents who claimed to be victims of online verbal abuse. Social media provides the channel for 

people to respond negatively to posts by insulting, cursing and hurling abusive words. Wolak et al. (2006) 

explain that the internet gives power to users to threaten other users by humiliating, harassing, verbally 

abusing and intimidating victims. One of the respondents was verbally abused online because of a 

misunderstanding caused by a Facebook post she had made, and she was also accused of being the trigger 

of the arguments and disputes over that Facebook post.  

From the survey, four respondents confessed to have been victims of cyberbullying. Past studies 

found that young women became victims of cyberbullying because of what they had shared on their 

social media: status, pictures, events or activities such as going on a holiday or receiving presents or 

awards. The act of sharing information online opens up opportunities for the community to give negative 

comments to victims even though the sharing could have been done with a positive intention (Fauzi, 

2017).  

 

Table 02.  Types of cybercrime that occurred among the respondents 
Type of cybercrime Total 
Fraud 34 
Sexual harassment 33 
Slander 20 
Verbal abuse 12 
Blackmail 12 
Hacking 5 
Bullying 4 

 

6.3.  Description of cybercrimes that occurred among the respondents 

This section discusses the respondents’ vulnerability to cybercrime that led them to being victims of 

the crimes of fraud and sexual harassment. These two crimes were chosen to be studied in depth because 

they have the highest rate of occurrence among the respondents of this study (refer to Table 02). Five 

respondents were selected to share their experiences of fraud and sexual harassment through social media. 

As mentioned before, most frauds happened to them through online shopping and online dating. In the 

following excerpt, Respondent 1 described how she had been scammed by an online seller when the 

clothes she received were smaller in size than the measurements advertised by the seller. This made the 

clothes unusable because they could not fit her. The respondent also expressed her regret for making the 

purchase online.  

“I was scammed when buying clothes from an online seller. The blouse I ordered was not same as 

what I received… When I received the clothes, they were really small and did not follow the size 

provided by the seller. I regret buying this online. If I had bought the clothes in a store, I would’ve 

received better clothes.” (Respondent 1, aged 21) 

The response above shows that there are online sellers out there who provide inaccurate 

information about the goods they sell. If the information had been presented correctly, the buyer would 

not have had problem evaluating the items they wish to purchase as they do not have to worry about 
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trusting the reliability of the information. This finding is supported by Yazid et al. (2016) and Button et 

al. (2014) who explained that the problem often encountered by online shoppers is that the attributes of 

the products received are different from the specifications given online, and therefore shoppers do not 

receive the products as promised by the sellers. As such, the advent of social media as a popular platform 

for shopping also brings problems such as fraud (Talib & Rusly, 2015). 

The same issue was mentioned by Respondent 2. She relayed her experience of becoming a victim 

of an online shopping scam from buying a fake coffee product, in which the seller did not provide any 

information on the product. In the interview, Respondent 2 said that she only realised she had bought fake 

coffee product after tasting it. She explained that the coffee packs she purchased were different compared 

to the ones she had bought previously in terms of the packaging and the taste. The respondent was 

suspicious of the genuineness of the product; in the end, she threw away that coffee because she was 

worried it would cause some bad effect to her body. The following is an excerpt of the interview with 

Respondent 2: 

“Before this, I always drink Perla Coffee; it suits me because it makes my skin smoother and 

brighter. I bought this from a different seller, not the one I bought before because this seller gave 

fast response. I bought up to 3 boxes to keep them for future use. When the items arrived, I felt 

weird because the packaging of the box and the taste were completely different from the one I 

drank before. I only drank one sachet of coffee and then threw the rest away. Before anything 

happens to my health, I should stop drinking it.” (Respondent 2, aged 24) 

Apart from online shopping scams, cases of online dating scams or African scams are alarming, 

and this number is increasing every year (Pitchan et al., 2017). Mohamad and Tan (2012) explain that 

syndicates from abroad scam women for various purposes such as extortion, sex trafficking and money. 

Young women become victims because they are more trusting of other people, even those who are 

strangers to them. Respondent 2 told how her adopted sister had been a victim of this scam orchestrated 

by a syndicate from overseas: 

“My adopted sister was deceived by a fraud syndicate from abroad. He claimed to be from a 

European country; they met each other through Facebook. They were chatting for two weeks and 

the man asked her to marry him. My adopted sister is a widow. She is still young, and she has two 

kids. She felt lonely and tried to find a new husband. Within a month, the man said he had posted 

some wedding items such as diamond rings, wedding dresses, shoes and many more but the goods 

were detained by the customs. He asked my adopted sister to pay RM1000 to get the items released 

from the customs. Then, he asked for another RM4500. Later, he asked a few times more, and the 

total loss was RM11,000.  She’d borrowed money from family members, relatives and a loan shark 

to get the money. She couldn’t get the money to pay the loan shark, so the loan shark took her 

house as payment. Currently, she and her family members are living at her friend’s house. She has 

made a police report, and the police said there were 20 cases reported recently.” (Respondent 2, 

aged 24) 

The response above illustrates how African scams are carried out by syndicates preying on 

women. The credulity of the victims towards their contacts in social media leads the victims to be easily 

deceived. Although they only became acquainted in a short period of time, the criminals managed to gain 
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the trust of the victims. As seen in this case, within two weeks of chatting, the cybercriminal had 

proposed marriage to the victim. A month later, the criminal claimed he had sent wedding gifts such as 

diamond rings, wedding dresses and shoes to the victim. The victim was asked to deposit some money to 

release the items from the customs and some additional costs before the items could be delivered to the 

victim. As a result, the victim even went to the extent of borrowing money from a loan shark just to get 

the items promised by the criminal. The victim also lost her parents’ home after not being able to pay its 

mortgage. The experience of Respondent 2’s adopted sister reflects how young women are particularly 

vulnerable to becoming victims of fraud. This is because they are easy to trust new people they meet on 

the social media, and can be persuaded to part with their property and money for the sake of the 

perpetrator (Mohamad & Tan, 2012). 

Besides that, young women are also vulnerable to sexual harassment when they use the social 

media. According to the respondents, the most common kind of sexual harassment experienced by them is 

receiving pornographic messages and pictures from other users. One instance is Respondent 3’s 

experience: 

“I received explicit pictures through WeChat from a stranger. When I was online, the guy suddenly 

sent me an explicit picture. He didn't write any caption and just sent me that picture. I was 

shocked at the time, but I still didn't block him. I thought he mistakenly sent me the message. The 

second time I was online, once again he sent me an explicit picture, and he used an explicit picture 

as his profile picture. I was so scared and kept immediately blocked him.” (Respondent 3, aged 21) 

Findings from other studies have shown that social media apps like WeChat allow strangers to 

access the contacts of anyone near to them. Through the WeChat app, users can track other users within 

20 km simply by pressing the People Nearby button (Liu, 2019). This shows that social media apps 

enable users to become victims of cybercrime whereby the users could connect with strangers without 

needing to know the other person’s name or phone number. The respondent explained in the interview 

that she was sexually harassed when another user had sent sexually explicit images to her repeatedly. This 

harassment caused the respondent to feel scared and forced her to block that individual and turn off the 

People Nearby function through her WeChat account. This incident shows that by using social media 

apps, young women are vulnerable to cybercrime risks.  

In addition, Respondent 4 revealed that when she first started to use social media, she liked to 

upload pictures there and post updates so as to allow her online friends to like the pictures and leave 

comments on the respondent’s wall. However, the respondent also received sexually explicit comments 

after uploading the pictures and updates. The following is an excerpt from the interview with Respondent 

4: 

“When I first started to use social media, I liked to add friends even though I didn't know them. It 

used to be fun when I have a large number of friends in my friend list. At that time, I didn't think 

about the effects of social media. I posted a lot of pictures at that time and updated anything that I 

have done and planned to do. After that, there were some online friends who I did not recognise 

suddenly liking my pictures and sent sexually explicit messages. For example, he said you are 

beautiful, your body is sexy, and I love to see your smile and all that. If he didn’t pay attention to 
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our physical, why would he send such messages? I was very scared and immediately blocked the 

individuals who sent me those sexually explicit messages.” (Respondent 4, aged 24) 

The above response clearly shows that the respondent experienced sexual harassment while using 

social media. Praising the body of a woman and talking about sex are blatant acts of sexual harassment. 

According to Ismail et al. (2001, as cited in Wilson, 1995), sexual harassment can be non-verbal (the 

display of images, whistles, sexual gestures, etc.), physical (not necessarily touching the victim) and/or 

verbal (obscene comments about clothes, looks or actions). This finding coincides with Fairbairn’s (2013) 

study that explains that adolescents and young women are more likely to be victims of sexual harassment 

through the activity of uploading pictures on their social media accounts. Young women who have no 

problem updating personal activities they have done and their special moments on the social media makes 

themselves vulnerable to social media crimes. 

Meanwhile, Respondent 5 reported that she had received a sexually explicit message from a 

Facebook friend she knew for quite some time. According to the respondent, at the beginning of her 

friendship with this user, they only had normal interactions, and he did not show any suspicious 

behaviour. However, after being friends for a while, this user started to show his real intention by sending 

sexually explicit messages and making a sex video call to her. This behaviour is explained by Wolak et al. 

(2004) and Yar (2006) in which during the early stage of the introduction, sexual offenders will try to 

establish a relationship by asking about normal things and acting normally when interacting with the 

victims. Only after establishing the relationship will the sexual offender attempt to encourage the victim 

to engage in sexual relations and show his sexual misconduct behaviour to the victim. The following is an 

excerpt detailing the harassment Respondent 5 had experienced: 

“I have received sexually explicit messages from my Facebook friend. When we first became 

friends, we just had normal chats about ordinary things and I thought he's a good person. We 

chatted several times because I felt that he did not show any weird behaviour. After a while, he 

started acting weird and he sent me a message asking me to have sex with him. He also made a 

video call to me; he had made several video calls to me before but we had normal conversation, 

but later he started to show his real behaviour. In the last video call before I blocked him, he 

showed his genitalia to me and played with it” (Respondent 5, 22). 

The above response shows that the development of social media has changed the attitude of even 

the Eastern communities who previously considered sexual behaviours and discussion on sex as a taboo 

in the society. However, due to inappropriate use of the social media, immoral and outrageous acts that 

violate Eastern values, customs and religions such as showing genitals to other people are becoming 

rampant. Social media entices the users to commit inappropriate and immoral behaviours and it influences 

the sexual behaviours of members of the society. However, the respondents who were interviewed did not 

respond to the sexual requests of the perpetrators. The respondents also expressed feelings of fear and 

worry for being victims of sex crimes that caused them to block the perpetrators.   

 
7. Conclusion 

The results of this study’s survey have shown how more than half of the respondents were 

vulnerable to cybercriminal activities, with fraud and sexual harassment being the most common crime 
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they had experienced, followed by slander, verbal abuse, blackmail, hacking and bullying. The 

subsequent interview also revealed the victims’ experience of the cybercrime and their fear, anxiety and 

regret over what had happened to them. These findings corroborate the observation that the involvement 

of young women in social media has given rise to the possibility of them being exposed to cybercrime 

risks.  

One major contributor to this situation is that messaging apps and social networking sites 

nowadays are equipped with advanced, multifarious functions that allow users to connect with anyone 

including strangers, thus increasing the risk of users becoming victims of insult, slander, and defamation 

by other users. Another important factor to the problem faced by young women in the cyberworld is their 

own behaviours and attitudes. Their gullibility and lack of awareness and information in regards to the 

cyber environment leads to them becoming victims of fraud such as online shopping scams and the 

African scam. They are easily beguiled by advertisements of new products and can be too trusting of 

other people who they meet in the virtual world. Furthermore, their fondness for uploading pictures on 

social networking sites exposes them to the risk of sexual harassment, hacking and slander. Sharing their 

personal lives on the internet also exposes them to the risk of getting insults and criticism from other 

users.  

However, this study only focused on young women from 18 to 29 years old, and this age group 

majorly comprises social media users. Therefore, the findings may not be able to represent women of 

other age groups. Besides that, the findings of this study emphasised more on cyber frauds and sexual 

harassment since these crimes had the highest occurrence among the respondents sampled in this study.  

Despite the limitations, this study is able to contribute to knowledge on young women’s 

vulnerability to cybercrime in the Malaysian context, and can be extended to geography of crime and 

social media studies. The findings may serve as a guide for governmental and non-governmental agencies 

to execute appropriate policies and measures to prevent cybercriminal activities from becoming more 

endemic among young women. Further research is suggested to be conducted on cybercrime against 

children, which are increasing today due to children’s widespread accessibility to the internet and social 

media that potentially exposes them to cybercrime. This is because children would be even more 

vulnerable to cybercrime, and their usage of social media has led to attempts at grooming children and 

exploiting them for inappropriate purposes. 
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