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Abstract

An enterprise is a set of employees and employees of different positions and responsibilities united by an
interest in the result of the main business process in an atmosphere of service and corporate principles of
communication and interaction part of which is the culture of information security, which is a collective
awareness and respect for information security by all personnel. The urgency and relevance of the concept
of information security culture in a modern technological society is noted. The authors test the hypothesis
about the possibility of changing a person’s behavior and developing a culture of information security
during training in continuing education courses in the field of information security. All employees of the
organization participate in the review regardless of their involvement directly in the technological process
of information processing. An analysis of the results conducted by the authors made it possible to determine
that training the organization’s employees in the field of “information security” guarantees an increase in
the average level of competence in information security issues and helps to develop a culture of information
security. The development of an information security culture is based at least on an average level of literacy
in information security issues. One of the priority points identified in the study is the influence of employees
demonstrating high qualifications in information security issues on the training of their colleagues directly

in their working places and inculcating an information security culture.
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1. Introduction

Culture in itself is a welcome element of any process or phenomenon in the social environment. Due
to the transition of the concepts of processing and protecting information from only technical and
mathematical aspects to the plane of socially significant manifestations and, in general, the social
significance of information and the safety of this information, information security demonstrates the need
to inherit all the social elements of interaction, in particular the formation of a culture of handling it.

At present, quite often they talk about the importance of “creating a security culture”. The idea itself
is very important and topical, but quite difficult to put into practice (Lejaka, Veiga, & Loock, 2019).

The culture of information security can be a collective awareness and respect for information
security by all employees of the enterprise (Gangire, Veiga, & Herselman, 2019). An enterprise is a set of
employees and employees of different positions and responsibilities United by an interest in the result of
the main business process in an atmosphere of official and corporate principles of communication and
interaction, which is part of the culture of information security. Employees involved in information
processes view the culture of information security as "the way everyone does it here." There is a
subconscious perception by employees of information security in the work process and daily life.
Information security in an organization with a developed security culture is an integral part of all business
processes of the organization, innovative projects and service interaction. The goal of developing a culture
of information security is a basic level of awareness of absolutely all employees of the enterprise.

Cultures exist on different scales, from families, soccer teams, to corporations and countries. The
culture of small groups is usually based on local interests or a community of united individuals. In a global
sense, culture is based on natural, global, human values and ancestral heritage due to the great diversity of
individuals that are united. The phenomenon of culture demonstrates the impossibility of its creation and
management by the will of one person, it is created by society on the basis of the meaning, texts and
information that society owns. There may be cases when an information culture is formed on the basis of a
corporate culture, and the presence of enthusiasm and motivation allows you to speed up its formation (Da

Veiga & Eloff, 2010).

2. Problem Statement

The analysis of the orientation and content of information training of university students as the main
means of forming the foundation of information culture is carried out in the works of Polyakov V. P.
(Polyakov, 2006, 2016). The issues of full-fledged informational training of students with a high level of
informational culture in a multi-level system of national education are considered in the works of domestic
scientists (Astakhova, 2018; Ganieva, 2015; Gendina, 2009; Kozlov & Undozerova, 2017, 2018; Kuzina,
2016; Pirogov & Zavalnev, 2014; Undozerova, 2018). There is educational literature aimed at creating an
information culture among students in higher education institutions (Fundamentals of information culture:
an Electronic textbook of Scientific and technical information center of the Moscow state University, 2014;
Formation of information culture of library users: methodological guide, 2010). In these works, the
pedagogical aspects of studying information security and the formation of a culture of information security

among students in various specialties of higher education institutions are considered. However, most
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authors consider the concept of “information culture” in the sense of an information security culture,
confining itself only to the security issues of information systems and resources, although information
culture is a much broader concept. The digitalization of all life processes, both domestic and professional,
imposes requirements on the level of awareness in matters of information security for all capable citizens
of the country. The development of the necessary foundations of information security and the formation of
a culture of information security for such an audience is an urgent task. To solve this, additional professional
education courses of various levels are created and developed.

Veiga (2019) from the University of South Africa dedicated her research to measuring the level of
information security culture. Heyden (2013) examines the importance of staff training on information
security and solutions to raising awareness. The importance of developing a culture of information security
and its impact on managing the organization’s security is analysed in (Van Niekerk & Von Solms, 2010).
The greatest result from continuing education courses is possible with optimal adaptation to the initial level
of training of the audience. The following works are dedicated to assessing the existing culture of
information security among employees of the organization (Alhogail & Mirza, 2014; Furnell & Thomson,
2009; Ngo, Zhou, & Warren, 2005; Schlienger & Teufel, 2003; Sherif, Furnell, & Clarke, 2015). The
estimates obtained contribute to the development of the correct pedagogical approach to the formation of a
culture of information security in the organization. These literary sources contain material on how to assess
the culture of information security and specific techniques for conducting awareness-raising courses. At
the same time, unlike students of higher educational institutions, the audience of students in continuing
education courses has a number of differences. It is heterogeneous in age, education, professional activities
and work responsibilities. All these factors must be taken into account when choosing pedagogical
approaches and methods for developing the foundations of a culture of information security. Thus, the
urgent task is to assess and analyze the culture of information security among employees of the organization

who have been trained in continuing education courses in the field of information security.

3. Research Questions

How to evaluate the process of knowledge assimilation and training of employees of the organization

in the courses of additional professional training to raise awareness on information security?

4. Purpose of the Study

The effectiveness of the pedagogical process of developing a culture of information security among

students taking additional professional training.

5. Research Methods

When writing this paper, we used the results obtained by scientists on the issues discussed, together
with the results of the research and teaching experience of the authors. The main research methods were
theoretical (study and analysis of the Federal State Educational Standard in the direction of training
10.00.00 - Information Security (development of continuing education programs); and empirical -

observation, survey, statistical analysis.
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6. Findings

Let us consider the results of training employees of various state and commercial organizations in
continuing education courses in the field of “information security”, conducted for several years at
Krasnodar State Technological University. A specific feature of this observation is that all employees in
each organization took the training, without exception, in accordance with their professional tasks and the
job duties performed.

Some of the trained employees demonstrated excellent results in mastering the material, most of the
audience consistently mastered the material in accordance with the developed training program, and some
of the lagging ones resisted, sabotaged and even tried to oppose the training. This ratio of employees is
typical for training in most large organizations, and it corresponds to normal distribution law of a random
variable graphically expressed as a Gaussian curve. This curve is bell-shaped, with a single maximum and
symmetric about the ordinate axis and rapidly decreasing values with distance from the maximum.

The maximum dependency obtained corresponds to 75+5% of the total number of employees in the
organization. This is the majority of employees who regularly attended classes and made an effort to study
the material. They are consciously involved in shaping the organization's information security culture.
However, the motivation for such training is usually not related to the desire to acquire new knowledge,
but is due to administrative and disciplinary actions. The greater stimulating effect is marked not so much
by motivation, but by a clear definition of the requirements of the job descriptions of both the position held
and the higher one.

This approach, having the largest number of employees, at the same time shows very satisfactory
results of training and subsequent application in professional activities, which demonstrates the importance
of pedagogical aspects of employee training.

Employees, who make up about 10+£3% of the entire audience, do not show a desire to learn,
demonstrate a negative attitude to the educational process. Employees with low academic performance did
not demonstrate diligence, concentration, or attempt to remember information. This behavior can be caused
by low intellectual abilities of students, high workload at work, and lack of time and desire to learn.
Employees with low results resent being forced to attend professional development programs and sabotage
them passively or actively, do not attend training sessions or demonstrate and Express their denial of
training and try to form a negative attitude among employees to educational programs.

Employees who demonstrate leading results make up about 12 = 5% of the entire student audience
and sincerely seek to learn as much as possible about information security. They attend classes with interest
and look forward to training in the following programs and areas of information security. They may even
strive to take an active part in the planning and organization of professional development events in the field
of information security, take the initiative on issues of interest. These are precisely those people who can
be used as translators of knowledge and training directly at the production site in working groups throughout
the organization on issues of information security and inculcating a culture of information security. Thus,
employee training is implemented in various ways.

Surveys of students by the significance of the knowledge gained immediately after training show
multidirectional statistics, which are mainly determined by the personal and value orientations of the

studied groups, but at the same time, positive dynamics of the significance of the training in professional
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activity is clearly revealed by repeated testing. Such a clear dependence is caused regardless of the personal
attitude to the courses, the assimilation of knowledge and their subsequent application in practice. In this
situation, the person who receives knowledge goes to a different level of perception of situations that arise
in professional activity. He applies knowledge on information security consciously and does not divide it
into those that were obtained earlier in the courses and those that he acquired as a result of subsequent
practical professional activity. Such dependence shows the importance of information security training for
the formation of information security culture (Veiga, Martins, & Eloff, 2007). Studies have been conducted
for several years at various advanced training courses in the field of “Information Security”.

The analyzed dependence is an approximation of discrete values obtained as a result of observing
the behavior of students. In fact, it was obtained by summarizing a large data array and in a particular case
can have an excellent value, caused not only by the features of mathematical processing, but also by the
target group undergoing analysis. The paper presents a general approach to the consideration of possible
situations, which shows the most important thing - it is a stable growth of knowledge among employees
after training. As a result, we can hope for the development of a culture of information security that
employees will carry home after performing their duties and will show it in everyday life, at home.

The distortion of the curve in a particular case can be caused by the professional characteristics of
the trainees. For example, it is obvious that the military is most likely interested in security and is inclined
to unquestioningly follow orders, so the curve of the army unit can be significantly biased towards highly
motivated employees. The maximum value of the curve determines the relative number of employees
involved in training, in the case of incomplete coverage of staff, it may decrease. Some topics of information
security can cause difficulties in studying and applying them at work. People with a liberal arts education
most often have difficulty mastering the basics of security, while properly implementing the concepts they
have learned. Not only with a humanitarian, but also with a technical education, employees may have
difficulty adapting to new sophisticated modern technologies, which shows the need for continuous training

and the inability to be an expert in everything.

7. Conclusion

The programs of the courses in the direction of “Information Security” should correspond to the
current level of development of information tools and the needs of society. When choosing pedagogical
teaching methods, find a compromise between the refinement of technical concepts and the generalization
of information to a global level that is not practical in practice. An important point is the formation of the
correct glossary of terms especially for employees receiving initial training. The use of slang forms and
established expressions is advisable when upgrading the skills of experienced and competent employees,
this approach will create a friendly atmosphere.

Training the organization’s employees in the field of “information security” is guaranteed to lead to
an increase in the average level of awareness of information security issues in professional activities and,
as a result, contributes to the development of a culture of information security.

The formation of a culture of information security is facilitated by at least basic knowledge of

information security among employees and the desire of management to develop.
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One of the priority points identified in the study is the influence of employees who demonstrate high
qualifications in information security issues on the training of their colleagues directly in the workplace, in
working groups and in the promotion of an information security culture. Small-group training in production

is very effective and does not require large financial costs.
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