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Abstract

In this study of an electronic document and its place in the legal field of the digital society, the authors
analyze the problems associated with the very definition of this concept, its legal definition, as well as those
pecularities of the electronic document that allow us to talk about its legal force. Modern society today, of
course, is experiencing the impact of technological factors and things that seemed unshakable, well-
established are transforming, acquiring new forms and significance. New digital technologies have an
impact on state and public institutions, on the law itself, including its conceptual apparatus. Without
documenting, it is impossible to ensure stable civil circulation, regardless of the form in which the document
is submitted. The digitalization of society, the transformation of economic relations, has led to the need for
the use of electronic documents, electronic document management. In this regard, the definition of
regulatory requirements for an electronic document, its properties, which will uniquely determine its legal
significance, is as relevant as ever. Given the variety and number of documents in the modern world, it is
necessary to understand that depending on the type of document, its purpose and use, the attributes (details)
and procedures that give it legal force will vary. Unfortunately, at the regulatory legal level in Russia,
neither the concept of “document” nor the concept of “legal force” has been forced yet. The purpose of this
study is to identify gaps in the legislation, an attempt to develop proposals for stabilizing this process.
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1. Introduction

The problems of defining the concept of an electronic document, the properties that give it legal
force, as well as the evidentiary value of an electronic document, are invariably connected with the issues of
maintaining the confidentiality of the information contained in such documents. Deficiencies in the existing
regulation of the protection of confidential information, including that contained in electronic documents,
cause problems in ensuring civil circulation. The electronic exchange of business information between the
countries that are parties to the contractual relationship inevitably leads to the need for a clear regulatory
framework ensuring the preservation of confidential information (Vojkovic & Milenkovic, 2017).

Analyzing the definitions given to the concept of “document” in legal regulatory acts of the
Russian Federation, it can be summarized that any tangible medium on which information is recorded in
any way can be recognized as a document, provided that it can be identified and created for public use
with subsequent transfer and storage. Depending on the type of document, methods for giving it legal
force will vary. Even more complex is the problem of archival storage of digitized documents, the
transfer of legally significant documents through social networks, while maintaining the confidentiality of

the information contained in them (Bountouri, 2017).

2. Problem Statement

In the scientific literature, the concept of the legal force of a document is considered mainly in
relation to legal acts. This approach is understandable, because it is precisely the unified system of
interconnected legal acts that acts as the guarantor of stable legal regulation. The construction of such a
system should be based on a hierarchical structure, in accordance with which legal acts are distributed
according to their legal force. The legal force of legal acts is determined depending on competence and
authority of the body (person) who issued it. In this case, tit is all about the degree of legal force that a
particular legal act possesses.

According to Umanskaya (2013), the concept of legal force is a relative category is not stable and
depends on various factors that appear and disappear depending on certain circumstances, which is the
reason for the lack of a method that would be a single and universal way to determine legal force legal
acts in science. It is necessary to determine the legal force of a legal act considering all its features and
factors that may affect the position it occupies in the system.

But, despite the difficulties in determining the legal force of a legal act, considering the instability
of the legal system itself caused by the influence of both subjective factors and the need for legal practice
and changes in public relations, it is even more difficult to define the legal force of a document in a broad
sense. The problem of the safety of information contained in a legally significant document transmitted
electronically is even more complex. Documents exist both in traditional paper form and in electronic
form. The transition to the digital form of documents has been delayed and one of the problems existing
in this area is ensuring the protection of information protected by law. These include, for example,
medical information regarding medical confidentiality, information protected by attorney client privilege,

personal data (Suslo, Trnka, & Drobnik, 2017).
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3. Research Questions

The validity criteria of a document are its authenticity, compliance with the law (Akimova, 2013).
The legal force of the document is associated with the reliability of the information contained therein.
And here there is a need to consider the document both from the side of its evidentiary value, and from
the side of its legal value, confirming the legal event, the presence of legal fact.

In addition to the fact that the document must contain information that must be identified, the main
task of the document is to save information that can be used as evidence of legal obligations or business
activities. Criminal offenses are increasingly being committed through digital technologies, and the issues
of evidence using digital documents remain the most controversial in forensics (Sonmez & Varol, 2019).

To simplify the process of proof using electronic documents, it is proposed to approve the procedure
according to which a digital document of any type is to be used as evidence in the future, thus is it must be
signed by parties with an interest in the case and transferred to an online platform that provides storage and

access to evidence. The need for digital forensics is also possible (Rahman & L'Abbe, 2015).

4. Purpose of the Study

The aim of the study is to identify problems caused by the lack of regulatory regulation of the use
of electronic documents, to determine the properties that give them legal force. The analysis of domestic
and world experience in the use of legally significant electronic documents reveals a number of problems
existing and those that are possible in connection with new changes in legislation. So, from October 1,
2019, an electronic transaction is considered to be the equivalent of a written transaction if it is completed
using electronic or other technical means. One of the conditions for recognizing the equivalence of an
electronic transaction is the ability to reliably identify a person who has expressed the will in such
transaction. One of the most important issues nowadays is the inability to identify the origin of the
document and its source. Now the experience of countries where means to ensure the safe use of
electronic documents in the civil law turnover already exits is most useful (Petrov, Karpinski, & Petrov,
2018). Systems have already been created to ensure the interaction of notaries with the state - electronic
notaries. The system of the notary chamber is managed through a special Center where the registers and

information systems are concentrated (Llopis Benlloch, 2018).

5. Research Methods

The methodological basis of the research are such general scientific methods of cognition as
analysis, synthesis, analogy. During the study a comparative method was used and therefore various
opinions were examined in comparison with the solution of the studied problems. Such approaches as
functional, systemic, structural were applied. In addition, formal legal and comparative legal methods
were used. Particularly important is the systematic method of research, that helped analyze civil

relationships in relation of the ubiquitous transition to electronic documents.
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6. Findings

In light of these changes in public relations one cannot but draw conclusions about the need for
detailed regulatory regulation of issues of storage and transmission of data contained in electronic
documents giving them legal force by electronic digital signature and the use of electronic documents as
evidence (Ruballo, 2018). An important point here is the need for the development of legal regulation of
relations using an interdisciplinary approach that connects issues of technology, law and management,
technical and human sciences (Belej, 2020).

The use of electronic documents confirmed by an electronic digital signature causes many
problems not only of a legal nature, but also technical issues (Dorofeeva, 2020). In addition, we must not
forget about the limited number of our fellow citizens in material resources, which can cause a significant
violation of their rights, including, for example, the right of access to justice. This is a ubiquitous e-justice
system (Lupo, 2019). Such difficulties must be taken into account and citizens should be able to use

documents in their traditional form.

7. Conclusion

The study allows us to draw the following conclusions. The process of digitalization of the
society has started, it is impossible to stop it and the main task that lawyers and specialists in other fields
of science and technology face is the development of such legal norms that would ensure stable civil law
protection, protect both legally and digitally (Taran, 2020). From a legal point of view, this task cannot be
accomplished without clear, normatively fixed concepts, both existing and new. Due to the fact that
almost all civil relations are documented, it is necessary to determine exactly what an electronic
document is, what gives it legal force and in which case such a document is evidence in both civil and

criminal proceedings.
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