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Abstract

In essence, the blockchain is a digital ledger with centralized, public, and decentralized records of
executed transactions. One of the many features of blockchain technology is the interoperability
capability that permit data to be exchanged between multiple systems and be considered simultaneously
by multiple systems. Interoperability features in blockchain have the potential to significantly enhance
outcomes in healthcare. In healthcare, blockchain researchers continue to explore how to bring innovation
to this technology and how to make it interoperable. The purpose of this study is to present a systematic
literature review (SLR) of research on healthcare blockchain interoperability. The researcher used the
Preferred Reporting Items for Systematic Reviews guidelines, along with a systematic mapping study
process, in which search protocols were used to identify, extract, and analyses all relevant publications
across two scientific databases. The study highlights recent advances in the development of healthcare
blockchain based on interoperability, their limitations, and the areas that require further research.
Consequently, further research is needed to characterize and evaluate Blockchain interoperability in the

healthcare sector.
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1. Introduction

The blockchain, as the basis of digital currency, is a decentralized, public, and digital ledger that
contains all committed transactions. It is a technology-based on the peer-to-peer ledger and has been
gaining a lot of attention from various industries, such as finance, healthcare, supply chain, etc. It uses
consensus algorithms to synchronize data distributed across several users, unlike centralized digital
ledgers. Initially introduced with Bitcoin, the blockchain allowed users to avoid the double-spending
problem without relying on a trusted authority or central server, which revolutionized the field of digital
currency. The blockchain system lets users record and look at data, but they cannot edit or remove any
information that has previously been recorded (Zhou et al., 2020).

Interoperability is defined as the capability of different systems to communicate with each other
without limitations (Kwon & Yoo, 2021). By exchanging data between multiple systems and allowing
access to it simultaneously, blockchain technology can improve interoperability. In many proposed
systems, data is shared within institutions or user-centric, in which user maintain full control over their
data. It is possible for interoperability to improve system outcomes (Prasad, 2021).

The medical field defines interoperability as a means of optimizing the health of individuals and
society through the compatibility of different medical information systems, medical equipment, and
applications (Kwon & Yoo, 2021).

Traditional healthcare interoperability has been focused on the exchange of data between business
entities, such as between different hospital systems. Interoperability centered around the patient is an
important trend that has the potential to lay the groundwork for more efficient data sharing in healthcare.
To achieve scale in patient-centered interoperability, however, new challenges and requirements are
needed for security and privacy, technology, incentives, and governance, and the challenges remain

unresolved in traditional interoperability models (Gordon & Catalini, 2018).

2. Problem Statement

Everybody deserves to get a healthcare program whether provided by the government or the
private healthcare provider. Sometimes it is necessary for a patient to be treated by more than one
healthcare provider. This requires the exchange of information across the different healthcare providers.
In information communication technology (ICT) it involves data being able to be transmitted across
different platforms and infostructure. Apart from that, data integrity is also critical to ensure data
transferred from one provider to another are genuine, accurate, and trustworthy. Thus, the interoperability
characteristics of blockchain play an important role in the information exchange to happen. However, not
much has been revealed on this. Thus, it is important to uncover the healthcare blockchain interoperability
in a systematic manner (SLR). The review will analyze and discuss the implications related to the current

use of blockchains in healthcare based on the articles classified by years.
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3. Research Questions

The questions determined by the study included the following:

1. What is blockchain interoperability in healthcare?

ii. How blockchain interoperability components can be used to develop a healthcare system?

ii. What is blockchain interoperability application has been developed in the healthcare
domain?

iv. In the healthcare domain, what research limitations need to be addressed?

4. Purpose of the Study

The purpose of this study is to present a systematic literature review (SLR) of research on
healthcare blockchain interoperability. Search parameters were used and results from the search
parameters were then filtered by four research questions that were devised to conclude. The review
presented the current implications and gaps referring to the use of blockchain interoperability in

healthcare sectors.
5. Research Methods

5.1. Data Sources:

This study presents a systematic literature review on blockchain-based interoperability in
healthcare using the PRISMA statement. The researcher searched the Google Scholar, PubMed, and
Microsoft Academic search engines for articles discussing blockchain interoperability, components of
blockchain interoperability, applications of blockchain interoperability in healthcare, as well as
limitations. Researchers searched only for articles mentioning the term "blockchain interoperability in
healthcare". Researchers examined article titles and abstracts between 1st June 2016 and 30th August

2021, systematically searching the reference lists of articles included in the search.
5.2. Inclusion and Exclusion Criteria:

The study focused mainly on blockchain interoperability in healthcare. Accordingly, the inclusion
criteria for the articles were blockchain interoperability components, blockchain interoperability
applications, and limitation-based healthcare.

As the search terms focused only on terms synonymous with the term "blockchain interoperability
in healthcare", the search results included many articles that didn't mention blockchain interoperability in
healthcare but used it for other purposes, such as education, finance, or logistics. These articles were not

included in this study. Articles that were not published in English were also excluded.
5.3. Study Selection and Data Extraction

Based on the selection criteria described in the previous section, the titles and abstracts of the

identified citations were read to screen the articles. Once the titles and abstracts of the articles had been
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read, the full texts were read to extract valuable information. Information extracted from these sources is
presented in tables 1, 2, and 3 that include Popular Blockchain Interoperability Definitions, Blockchain

Interoperability Applications in Healthcare, and Research Healthcare Issues.

5.4. Result

Figure 1 illustrates the flow diagram of identifying articles eligible for this study. After conducting
literature searches in three databases, 254 articles were obtained, which were then initially screened based
on titles and abstracts. 230 articles were excluded from the review based on the inclusion and exclusion
criteria described previously. The full text of 30 articles was then reviewed. In the end, 30 articles met the
criteria, discussing blockchain interoperability in healthcare, blockchain interoperability in healthcare
applications, and future research areas in that field. According to figure 2, the earliest eligible articles

were published between 1st June 2017 and 30th August 2021.
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6. Findings
Based on the research questions provided above, this part presents the outcomes of the SLR.
6.1. First question

In the various areas of application, interoperability encompasses several different perspectives and
approaches from various communities. Based on the results of the search for "blockchain interoperability

in healthcare", the following table 1 displays the most popular definition used by the researcher:

Table 1. Popular Blockchain Interoperability in Healthcare Definition

Reference Blockchain Interoperability Definition

) o ] It is a blockchain feature that allows the
(Centobelli et al., 2021; Dimitrov & Gigov, 2020;

Jabbar et al., 2020; Monika & Bhatia, 2020; Nehra ct
al., 2020; Pillai et al., 2020)

various system to work together and in cohesion
across the healthcare sector’s boundaries so that more

advanced and effective services may be provided.

(Besancon et al., 2019; Belchior et al., 2020; Belchior It is a blockchain network, unit, or force's
etal., 2021; Ding, 2018; Ghaemi et al., 2021; Kiechl ability to provide and receive services from other
et al., 2021; Kamau et al., 2018; Madine et al., 2021;
Pang, 2020; Pascal & Lombard-Platet, 2020; Perrons

& Cosby, 2020; Scheid et al., 2019) exchanged services effectively.

blockchain networks, units, or forces and to use these

It is the process of exchanging information
(Faheem et al., 2021; Giirdiir & Asplund, 2018; electronically between authorized users in a secure
Gordon & Catalini, 2018; Lipton & Hardjono, n.d;

Zhao & Thompson, 2020) and seamless manner, preventing unauthorized

individuals from accessing or using the information.

According to tablel, research conducted by (Centobelli et al., 2021; Dimitrov & Gigov, 2020;
Jabbar et al., 2020; Monika & Bhatia, 2020; Nehra et al., 2020; Pillai et al., 2020), had described
blockchain interoperability in healthcare as the ability of various systems to work together and in
harmony across healthcare business boundaries in order to provide more effective and advanced
healthcare services. Whether a blockchain network, unit, or force can provide or receive services from
other blockchain networks, units, or forces and be able to utilize such exchanged services effectively has
not been proven by some researchers, such as Besancon et al. (2019) and Kiechl et al. (2021). Others, like
Gordon and Catalini (2008), defined blockchain interoperability as the process of exchanging electronic
information securely and seamlessly between authorized users, preventing unauthorized access or use of
this information.

Based on its findings, this study defined blockchain interoperability as the combination of multiple
blockchain platforms which are connected to a single network.

Based on its findings, this study determined that blockchain interoperability is the combination of

multiple blockchain platforms which are connected to a single network.
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6.2 Second question

There are various blockchain interoperability components in healthcare, including software,
systems, and applications. Moreover, it can be combined blockchains from different networks into one.
Figure3 shows how different healthcare systems are interconnected through blockchain interoperability,
allowing for a seamless exchange of information between them.

In the healthcare sector, Pillai (2020) emphasized the importance of blockchain interoperability,
which allows a seamless transfer of data between blockchain systems that are compatible with one

another.

@ 5

\J Health System (B v
,J»/‘. Healthcare System (A) ealthcare Sy En.‘l{] V\‘

Blockchain
Interoperability

Figure 3. Blockchain Interoperability Healthcare Components

6.2. Third question

Several applications of blockchain interoperability have been identified for healthcare because of
the growing popularity of blockchain and its adoption in different organizations and industries. There is
also a lot of hype about blockchain technology in the context of articles, commentaries, blog posts,
interviews, and opinion pieces that are primarily in the press and grey publications, which results in some
inaccurate information, speculations, and uncertainties concerning blockchain's potential utility in
healthcare.

As shown in the following table 2, some applications have been developed based on blockchain

interoperability in healthcare domain.
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Table 2. Blockchain Interoperability Application in Healthcare

Reference Framework Component Features
(Mazlan et al., 2020) No Hospital, patient, and Decentralized, integrity, efficient and
doctors scalable
H ital tient
(Madine et al., 2021) Yes ospital, patient, and Integrity, efficient
doctors
. Hospital, patient, and .
(Madine et al., 2021) No Ospid’, patient, ah Integrity
doctors
. Hospital, patient, and . . . .
(Madine et al., 2021) Yes Decentralized, integrity, efficient
doctors
. Hospital, patient, and .
P D 201 N I labl
(Poon & Dryja, 2016) 0 doctors ntegrity, scalable

Blockchain interoperability frameworks and applications enable the sharing of information among
various healthcare systems electronically. Consequently, users can share data and discuss it with others
with ease. However, it still has some limitations, including that it does not cover all stakeholders
(hospital, patient, doctor, pharmacy, drug supply chain, insurance companies). As well, some of the

applications lack the "decentralize" function, which is crucial for increasing security and privacy.

6.3. Fourth question

As the healthcare industry adapts to new technologies, there are several priorities to address.
Considering the recent research which took place between July 2021 and 2020. Table 3 below shows

some healthcare-related issues that can be improved and addressed by technology.

Table 3. Research Healthcare Issues

Reference Healthcare issues that need to be addressed

Lack of research in the healthcare domain based on

(Kwon & Yoo, 2021; Kothari et al., 2021; Usman et blockchain interoperability, interoperability

al., 2021; Vervoort et al., 2020) implementation of different technologies
(Hasselgren et al., 2020; Kothari et al., 2021; Tandon Data security, Data integrity
et al., 2020)
(Sharma & Balamurugan, 2020) User authentication
. Blockchain combined with [oT in the drug supply
(Tariq et al., 2020) chain
(De Aguiar et al., 2020)[ Data exchange structure
(Chukwu & Garg, 2020) Performance and cost
(Ellouze et al., 2020) Blockchain efficiently, big data of medical records

Blockchain immaturity, scalability, interoperability,
(Yaqoob et al., 2021) stand-alone projects, difficult integration with existing
healthcare systems, complexity

(Capece & Lorenzi, 2020) Privacy and scalability
How to implement decentralized organizations,
(Durneva et al., 2020) applications, and services based on blockchain

As a result, ensuring security, data sharing, interoperability, and data integrity are the most urgent
priorities. Researchers identified the lack of progress in integrity and security since most hospitals can

still send records to community-based physicians. Also, the researcher has shown that blockchain can be
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used to create and manage a distributed database to handle transactions involving multiple nodes of a
network. However, its implementation of it in healthcare hasn't met interoperability standards.
Furthermore, they identified user authentication, blockchains, and IoT in the drug supply chain, data
exchange structure, performance, cost, efficiency, and big data of medical records, projects that are not

integrated, privacy and scalability as issues that need to be addressed.
7. Conclusion

Blockchain interoperability in healthcare allows for medical data exchanges and interactions
between various blockchain healthcare systems, boosting the energy efficiency and efficiency of each.
This study reviews the research on healthcare blockchain interoperability in a systematic manner (SLR).
The review analyzed and discussed the implications related to the current use of blockchains in healthcare
based on the articles classified by years. As the result, this technology is not perfect due to its
shortcomings, which include the fact that not all stakeholders (hospital, patient, doctor, pharmacist, drug
supply chain, insurance companies) are provided with access to it. In addition, some of the applications
do not provide "decentralization", an essential step in securing data. In addition, research studies
highlighted the security and interoperability challenge and acknowledged a lack of progress. Blockchain
researchers are still investigating how this technology can be interoperable in healthcare and how to bring
innovation to it. The report contains valuable information to help researchers evaluate the value of

blockchain and interoperability in the healthcare domain.
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