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Abstract 
 

This study is related to the development of a theoretical and methodological apparatus for the further 
economic and scientific-technological development of the economic system of the Russian Federation in 
the context of the introduction of the digital economy in various areas of economic activity. The relevance 
of the topic of research is associated with the implementation in Russia of the Program for the Development 
of the Digital Economy in Russia. Well-known economic subsystems, technological trends in digital 
transformation and their impact on the development of the economic system of the Russian Federation have 
been studied. Methods of scientific knowledge of the material, such as analysis, synthesis, deduction, etc., 
have been used. Statistical data of federal state statistical bodies characterizing the scientific and 
technological development of the production and economic system of the Russian Federation were 
analyzed. The author's classification of the development of the program on digitalization of the economy is 
presented. Technological trends in digital transformation of economic subsystems and trends of scientific 
and technological development of the economic system are considered. The areas of further research are 
related to the study of new management systems and markets outlined in the program for the development 
of the digital economy in the Russian Federation until 2035. 
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1. Introduction 

To ensure economic growth at present, it is not enough to simply develop industry, it is necessary 

to carry out an industrial revolution. The digital economy is an economy based on new methods of 

generating, processing, storing and transmitting data, as well as on digital computer technologies. There is 

no doubt that only those countries that will be able to provide a favorable environment for the development 

of the digital economy will set the pace in the world market. 

Broadly speaking, digital economics is understood as a collection of economic, social and general 

technical relationships based on the use of digital technologies (Alexandrova et al., 2018). 

The main factors determining the country's membership in a particular group of "digital 

development" are: the level of innovative development, the institutional environment, the level of supply 

and demand for digital technologies. Despite the fact that Russia is not yet distinguished by the high 

indicators of the above criteria, the country is developing and showing stable growth. The trend requires an 

integrated approach to the development of public policies aimed at the development of the digital economy 

in the country. 

Many researchers associate medium-term trends in the development of society and the economy 

with their digitalization (Avdeeva et al., 2013; Bodrunov et al., 2018; Ivanovskaya, 2019; Kurbanov & 

Kurbanov, 2018; Prokopyeva et al., 2018; Pshenichnikov, 2018; Vertakova et al., 2017). Today, new digital 

technologies, innovative business models infiltrate into all spheres of the economic life of society, 

influencing the very essence of the economy, forming qualitative structural changes in it (Alexandrova et 

al., 2018). Digitalization and other technological changes, humanity has entered a new era of global change. 

This is reflected in the high increase in interest in "digital" issues in socio-economic and humanitarian 

research, and in public discourse, including the statements of influential politicians, and public 

administration documents. But it should be understood that the digital economy cannot be the solution to 

all problems in modern Russia, as well as in the world as a whole. Its development should be seen in the 

context of other transformations experienced by modern society and the subsystem optimization of the 

economy, in close conjunction with them. 

2. Problem Statement 

2.1. Overview of the digital economy 

Since the second half of the 20th century, information technology has become increasingly important 

in development of economic subsystems of many countries of the world. The unified information economic 

space, the formation of which was made possible due to scientific and technological progress, contributes 

to economic growth and increase of labor productivity, creation of innovative jobs and digital assets, 

expansion of opportunities and rights of citizens, improvement of access to global markets and increase of 

competitiveness of enterprises, improvement of quality of public services, etc. (Ivanovskaya, 2019). It is 

generally accepted that the concept of "digital economy," in relation to the use of modern information 

technologies (digital) in economic subsystems processes and their management, was introduced by N. 

Negroponte in 1995. The advantages of the digital economy, in the opinion of N. Negroponte, are: the lack 
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of physical weight of products that are replaced by information volume, lower resource costs for the 

production of electronic goods, much smaller area occupied by products, as well as almost instantaneous 

movement of goods through the Internet. Some key properties of the digital economy are shown in Table 

1. 

 

Table 1.  Main characteristics of digital 
Characteristic Impact on the overall economy 

Economic activity focuses on the platforms of the digital 
economy 

Interaction between economic entities is facilitated, 
expenses are reduced (primarily transaction), 

additional functionality is provided for both suppliers 
and consumers, their cooperation is improved, which 

reduces the time of the cycle of developing new 
products and bringing them to the market, 

contributes to the creation and dissemination of 
innovative products and solutions 

Personalized service models are generated Targeted Internet marketing, 3D printing and other 
digital technologies make it possible to personalize 

the production and sale of goods and services, taking 
into account the requirements and needs of each 
particular client, which, in the end, contributes to 
resource savings (through the coordination of the 

structure and volume of supply and demand) and the 
growth of the quality and standard of living of the 

population 
Direct interaction between manufacturers and consumers Prerequisites are created for reducing the chains of 

intermediaries between the producer and the end 
user, building effective production and consumer 

cooperation 
There is a proliferation of the "shared economy" Comprehensive digitalization and acceleration of 

communications create the prerequisites for the 
erosion of traditional property relations, the 

development of legal practices using the theoretical 
institutional concept of "property rights." The 

phenomenon of joint ownership of goods (especially 
technically complex and expensive, for example, 

cars) is developing, which can radically reduce the 
expenses of end-users 

The role of the contribution to the economic activities of 
its individual participants is growing 

The development of small and medium-sized 
businesses, as more flexible and mobile, plays a 

significant role in business processes; accelerated 
promotion of innovative startups; the sector of the 
"economy of physical persons" is expanding and 

there is a tendency to increase the "automation" of 
the structure of the economy 

2.2. Modern development of digitalization 

Digitalization of the business, starting with local intra-company and corporate projects, is gradually 

gaining global scale, and major players in the digital business have reached the first positions in the world. 

So, Apple, Alphabet, Microsoft, Amazon and Facebook are among the most expensive companies in the 

world by market capitalization. The most expensive non-American company on this list is the Chinese 
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online seller Alibaba Group. In addition, today there are examples of "digital ecosystems" in various other 

industries and companies. Figure 1 shows the data for the period 2015-2019 on the share of the digital 

economy in WFP of the developed countries of the world. At the same time, in most developed countries, 

the size of the digital sector averages 6-7% of GDP. In France ─ 5.7%, in Germany ─ 6.3%, in the UK ─ 

7.1%, in the USA ─ 7.4%, Sweden ─ 7.4%. 

 

 

 Share of the digital sector in GDP, % 

In Russia, this share in 2015 was 5.5%, and in 2020 - already 3.0. 2020 will be the worst year for 

the world economy in the last century. There has been no such large-scale and global economic downturn 

since the Great Depression of the 1930s. 

According to the results of 2020. the world's global GDP is expected to decline by 4.4%. 

According to the IMF, if the vast quarantines on the planet are extended, and the coronavirus returns 

(even with a lighter epidemic) in 2021, then the overall economic blow will be twice as strong. 

Fund experts believe that the Covid-19 crisis will leave long scars in the global economy. 

The world leader in the share of the digital economy in GDP is the absolute leaders in the share of 

digital GDP are the United States with an indicator of 12% and China with an indicator of 8.6%. With a 

ratio of digital to global GDP, the United States owns 12% of digital GDP and 24% of global GDP, China 

owns 12% of global GDP. However, this figure is growing at a faster pace than in other countries. The 

share of France's digital GDP is just over 8%, the share of Germany's digital GDP is just under 8%. The 

digital GDP of other countries is significantly lower than global GDP. 

Also note that just as the economy and society as a whole develop unevenly (Rossijskij statisticheskij 

ezhegodnik, 2019), their digital transformation also occurs unevenly. Policies, legal norms, traditions and 

culture, the level of development of economic subsystems achieved, the development of education and its 

own technological base, as well as many other factors, play a significant role in the formation of a country's 

digital economy. For example, the digital market of China, the country with the largest number of Internet 

users in the world (over 720 million people), exists autonomously from the world (Avdeeva et al., 2013). 
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3. Research Questions 

In course of the study the following questions were raised: 

 

 What is the role of digitalization in the economy? 

 What is the importance of economic subsystems in the development of digitalization? 

 What is the development of digitalization of the economy for the country in the future? 

 How does the development of digitalization have a positive impact on the economy? 

4. Purpose of the Study 

Answers to these questions will mark the problems and prospects for the development of 

digitalization of economic subsystems. 

5. Research Methods 

Authors used the universal scientific research methods as well as methods for comparative and 

statistical analysis. 

It should be mentioned that the digital transformation of organizations, both profit and non-profit 

(including government), is a reaction to the development and active dissemination of new digital 

information technologies around the world (Minakov et al., 2018). At the same time, based on the paradigm 

of progress prevailing in science since the Renaissance, it is assumed that the main goal of the development 

of the digital economy is to improve the life of people, improving the quality of goods and services produced 

using modern digital technologies, as well as their accessibility. 

Effective development of markets in the digital economy is possible only with the availability of 

advanced technologies, so measures to stimulate it should focus on two areas: 

 

 The first is institutions; their restructuring and modernization are required to create the 

conditions for the development of the digital economy (regulation of digital markets and digital 

production, training of personnel with digital competencies, etc.). 

 The second is the technical infrastructure (data networks, data centers, software services, etc.), 

the creation of which requires not only significant efforts, but also investments. It should be 

noted that, despite the obstacles and difficulties, the digital economy as a whole continues to 

develop rapidly in the world. 

 

So, for example, in 2015-2019, the Russian Internet trading market grew by an average of 29% per 

year (Zhukova, 2018). According to estimates of the Internet trading market in Russia in 2019, online sales 

of consumer goods reached 2.06 trillion rubles, and this sector has become one of the most dynamically 

developing sectors of the economy (See in Figures 2, 3). 
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 Internet trading market volume in the top 10 largest markets for 2019 ($ billion) 

 

 

 Online Sales Share in Retail Sales for 2019 (% of retail sales) 

 
The rapid growth of online sales in 2015 allowed Russia to enter the Top 10 regional Internet trading 

markets, only slightly inferior to Canada and India. The largest regional markets are China ($732 billion), 

the United States ($511 billion) and Japan ($89 billion). According to Euromonitor estimates, the global 

Internet trading market exceeded $2 trillion, an increase of 15.2% over the year. 

At the same time, the share of Internet commerce in the total volume of retail trade in the world is 

gradually growing, it has increased almost 1.5 times (Zhukova, 2018). 

The industrial sector of the digital economy is also growing. Industrial automation, big data and 

artificial intelligence, the use of which became possible thanks to digital technologies, transform industrial 

processes and models of production and technological cooperation, accelerate and reduce the cost of 

production of various products, performance of work and provision of services. This opens up new ways 
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of using human potential, but at the same time it can create social problems associated with the obsolescence 

(primarily in developed countries) of a number of mass, "traditional" professions. 

In order to develop the digital economy in Russia, a decree was issued on May 9, 2017 "On the 

Strategy for the Development of the Information Society in the Russian Federation for 2017-2030," which 

defined a program of events for the development of the economy in Russia for the medium term, taking 

into account the possibilities of its informatization and digitalization. In follow-up to this document, on July 

28, 2017, an order of the Government of Russia was issued, approving the program "Digital Economy of 

the Russian Federation." 

The main objectives of the program are: 

 

 Creating conditions for the development of high-tech industries and preventing the creation of 

restrictions in traditional sectors of the economy; 

 Increasing the competitiveness of sectors of national economy and strengthening them in the 

world market. 

 

Note that Russia has good starting positions for the development of the digital economy.  

So, for example, according to Rosstat, the Internet audience in Russia at the end of 2019 reached 

118 million people (81% of the population aged 12 to 64 years) (Figure 4) (Zhukova, 2018). At the same 

time, about 60% of the population of the Russian Federation use the Internet, including through mobile 

devices, and 20% of the country's population use Internet access only from mobile devices. A well-known 

indicator such as the Network Readiness Index, which is calculated by the World Economic Forum and 

published in The Global Information Technology Report, also can be mentioned. This Index shows how 

effectively the world's economies use digital technologies to increase competitiveness, and assesses the 

factors that influence the development of the digital economy. 
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In the last ranking. Russia took 11 position in the world, demonstrating good dynamics. Among 

other BRICS countries, the places in the ranking (2016) were as follows: China was in 59th place, South 

Africa - in 65th, Brazil - in 72nd, India - in 91st. 

Russia’s position in the ranking of countries in the world by competitiveness for 2019 is given in 

Table 2. 

 

Table 2.  World Economic Forum: The Global Competitiveness Report 2019 
Rating Economy Index 

1 Singapore 84.8 
2 Usa 83.7 
3 Hong Kong 83.1 
4 Netherlands 82.4 
5 Switzerland 82.3 
6 Japan 82.3 
7 Germany 81.8 
8 Sweden 81.2 
9 Uk 81.2 
10 Denmark 81.2 
11 Finland 80.2 
12 Taiwan 80.2 
13 South Korea 79.6 
14 Canada 79.6 
15 France 78.8 
16 Australia 78.7 
17 Norway 78.1 
18 Luxembourg 77.0 
19 New Zealand 76.7 
20 Israel 76.7 
21 Austria 76.6 
22 Belgium 76.4 
23 Spain 75.3 
24 Ireland 75.1 
25 USA 75.0 
26 Iceland 74.7 
27 Malaysia 74.6 
28 China 73.9 
29 Qatar 72.9 
30 Italy 71.5 
31 Estonia 70.9 
32 Czechia 70.9 
33 Chile 70.5 
34 Portugal 70.4 
35 Slovenia 70.2 
36 Saudi Arabia 70.0 
37 Poland 68.9 
38 Malta 68.5 
39 Lithuania 68.4 
40 Thailand 68.1 
41 Latvia 67.0 
42 Slovakia 66.8 
43 Russia 66.7 
44 Cyprus 66.4 
45 Bahrain 65.4 
46 Kuwait 65.1 
47 Hungary 65.1 
48 Mexico 64.9 
49 Bulgaria 64.9 
50 Indonesia 64.6 
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Thus, on the one hand, Russia has good starting opportunities for the development of the digital 

economy. On the other hand, being on the top ten world rankings, requires intensified efforts, with a focus 

on improving the situation. In particular, the concentration of resources in priority areas is required. The 

main technologies that will be used in the implementation of the adopted program of the digital economy 

in the Russian Federation are: Big Data (big data); artificial intelligence; wireless communication (country 

distribution of access to the 5G network); virtual and augmented reality; expansion of Internet distribution 

(Andreyeva et al., 2018). 

In general, the digital economy of Russia has received a significant impetus for development in 

recent years. Some success has been achieved by private companies, the labor market is being transformed, 

with the support of the state, unprecedented infrastructure projects are being implemented that increase the 

level of accessibility of digital services to the population and business, the Internet, mobile and broadband 

communication have become widespread. 

6. Findings 

6.1. Risks and threats of the digital economy, ways to overcome risks 

It should be noted that, like any other large-scale phenomenon, the development of the digital 

economy has not only positive consequences, but also various kinds of risks and threats. 

Their sources are two main effects. Firstly, this is the emergence of new types of risks and threats 

inherent in the digital economy and based on its technological characteristics. Secondly, in the transition to 

a digital economy, there is an institutional transformation, which in itself, regardless of its causes and 

nature, is a powerful destabilizing factor for sustainable and successful socio-economic development. 

Consider some of the negative effects of the digital economy: 

 

1. The rise of cybercrime. In 2019, more than one and a half thousand attacks; this is 19% more 

than last year. In 81% of cyber attacks, legal persons were victims. At the end of the year, the 

five most often attacked industries included government agencies, industry, medicine, the field 

of science and education, and the financial industry. (Figure 5) 

2. Technological vulnerability of established digital infrastructure; 

3. Rapid obsolescence of equipment and, as a result, the problem of its disposal. If the problem of 

nuclear waste management is the focus of public attention and rather serious legislative 

regulation, the problem of "electronic waste" management is rarely raised [9]. Meanwhile, 

according to the UN, up to 100 million tons of "electronic waste" are produced every year in the 

world, no more than 20% of this volume is processed in accordance with environmental 

requirements. With the development of the digital economy, its environmental dangerous effects 

will increase; 

4. Increasing technological dependence on foreign suppliers and, as a result, weakening 

technological and economic security at the level of the country as a whole, as well as individual 

industries and enterprises. A serious deterrent to the development of the digital economy is the 

personnel restrictions in the Russian Federation. So, according to the Foundation for the 
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Development of Internet Initiatives, by 2027 the Russian economy will suffer a shortage of about 

2 million IT specialists. 

 

 

 Number of cyber-attacks in 2018 and 2019 (by month) 

6.2. Challenges for the development of digitalization of economic subsystems 

Among the priorities that determine the areas of activity, in our opinion, we can indicate: 

 

1) Stimulating the creation and development of a business focused on the digital economy. Today 

in Russia already there are companies that can be recognized as world leaders in segments of the 

digital economy (Kaspersky Lab, ABBYY, Parallels, Luxoft, Yandex, etc.). The state can 

provide them with targeted support: provide guarantees for bank loans, including export loans, 

compensate for part of the costs of patenting, form targeted investment funds, provide support 

through the public procurement mechanism, etc.; 

2) Additional support for small and medium-sized businesses in the field of creating digital 

technologies, platforms, and the provision of digital services. This can be done, for example, by 

providing certain incentives to the companies concerned (for example, insurance payments or 

tax premiums) developing digital technologies, creating healthy competition between such 

companies, providing them with orders and standards to which the final product should conform; 

3) The formation and scaling of digital platforms for the main sectors of the economy. Now in 

Russia and many other countries there are portals for the provision of state and municipal 

services, platforms for making payments, tax authorities are switching to accepting electronic 

reporting, plastic cards are being introduced for social payments, etc. It should be noted that in 

Russia there are significant problems associated with the introduction of IT in local governments. 

4) Increased training of IT specialists; 

5) the formation of sectoral, regional and country-wide cybersecurity systems. In particular, it is 

necessary to finalize legislation on combating cybercrime, create protection units in law 

enforcement agencies, develop protected technological solutions, and ensure interaction between 
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all participants in the global digital economy. At the same time, it should be remembered that 

ensuring safety should not hinder the growth and development of technology. International 

information exchange on cybersecurity should be strengthened (Andreyeva et al., 2018). 

7. Conclusion 

The digital economy is a new type of economic relations, which is already present in all sectors of 

the world market and is actively developing. The digital economy may soon become a leading segment, a 

driver of growth and development of the economic subsystems. Due to the fact that the digital economy 

has some advantages over material cash exchanges, such as the speed of delivery of goods or the almost 

instant provision of services. Another advantage of the digital economy is the lower cost of production and 

transaction execution. One of the key advantages of the digital economy over the traditional one is that 

electronic goods are practically inexhaustible and exist in non-material form, but material ones are almost 

always limited in quantity and access to them is much more difficult. Today, the electronic economy is 

already going beyond purely economic processes. Digitalization is being introduced into social processes, 

the success of people is increasingly dependent on it, in addition, there is a large-scale introduction of digital 

technologies into the work of government organizations and structures. Efforts to digitalize Russia are 

based on the Strategy for the Development of the Information Society and the provisions of the state 

program "Digital Economy." In these documents, the purpose and main mechanisms for implementing the 

digital transformation of the Russian economy were carried out, as well as the sources and volumes of 

financing for the events determined. If we consider the situation as a whole, then in terms of the level of 

development of the digital economy, Russia does not occupy a leading position, but confidently holds in 

the group of countries following the leaders, improving positions year after year. At the same time, 

competition in the area under consideration remains very tough, therefore, it is impossible to rely on what 

has been achieved, joint work of the state and business is necessary to further develop the digital economy. 

A number of issues, risks and threats identified in the article should be taken into account in order to focus 

resources and efforts on their neutralization. 
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